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NICIS VISION

The realisation of a vibrant and competitive 
knowledge-based economy impacting socio-
economic development by enabling educa-
tion, research, and innovation through 
shared access to advanced cyberinfrastruc-
ture facilities and services.

NICIS MISSION

To provide a world-class national integrated cyberinfrastructure 
system that enables research, innovation and learning, comprising a 
national high performance computing facility, a national research 
and education network and national data-intensive research infra-
structure accessible across the research and higher education sector 
through integrated eResearch services and the development of 
relevant human capital.
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Sustain a world class and 
relevant national integrated 

cyberinfrastructure system for 
Science and 
Technology

Enable and promote 
eScience in South Africa

Position South Africa to 
take part in, host and lead 
large-scale global research 
and science projects (e.g. 

SKA and CERN 
experiments)

Provide thought leadership 
to South Africa’s evolving 

cyberinfrastructure strategy 
and activities, and facilitate 

the uptake of advanced 
cyberinfrastructure

Foster the development 
of human capacity in 

cyberinfrastructure and its 
application, and contribute 

to the transformation 
of this sector
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Although signi�cant progress has been 
achieved in improving the socio-economic 
conditions of South Africans, the intertwined 
challenges of unemployment, poverty and 
inequality remain. On the science, technology 
and innovation (STI) front, the adoption of the 
White Paper on Science, Technology and Inno-
vation in March 2019 con�rms the South 
African government's commitment to using STI 
to develop the country.  

The National Development Plan has identi�ed 
STI as key drivers of socio-economic growth 
and job creation. Initiatives such as the Presi-
dential Commissionon the Fourth Industrial 
Revolution (4 IR) indicate government's intention 
to advance the National System of Innovation. 

Big data is not just another technology; it is the 
driver behind the 4 IR  and many other nascent 
ICT developments, such as the internet of 
things, arti�cial intelligence and blockchain 
technologies, and a common denominator in 
growing the digital economy. Rapid technolog-
ical advancements globally require updated 
strategies for South Africa to thrive in this 
changing environment. 

The National Big Data Strategy for Research, 
Development and Innovation not only aligns with 
government STI strategies, but also supports 
policies such as the data and cloud policy draft-
ed by the Department of Communications and 
Digital Technologies. Its objectives – more rapid 
human capital development, building 
world-class cyberinfrastructure and fostering 
stronger relationships among the public, private 
and academic sectors – are important ingredi-
ents in accelerating the development of the econ-
omy. 

I am con�dent that this strategy will enable mac-
ro-economic development, and that its imple-
mentation will improve the lives of our people 
and the fortunes of our communities. 

The South African National Development Plan 
(Vision 2030) presents critical targets for the 
eradication of poverty, and the reduction of 
unemployment and extreme inequality. To 
achieve these targets, it is necessary to drive 
positive socio-economic outcomes through 
science, technology and innovation. 

There has been signi�cant progress in the 
South African National System of Innovation, 
with achievements in �elds such as energy, 
healthcare, education, climate change, food 
security and manufacturing. 

The digital revolution presents opportunities to 
achieve strategic goals such as those 
expressed in the White Paper on Science, 
Technology and Innovation, the recommenda-
tions of the 2020 Report of the Presidential 
Commission on the Fourth Industrial Revolu-
tion, and the data and cloud policy gazetted 
for comment by the Department of Communica-
tions and Digital Technologies.

The outcomes of research have always been 
powerful drivers of innovation and research 
has become increasingly data-driven. Data, 
particularly big data, holds vast potential to 
develop more effective responses to challenges 
and to build a thriving digital economy.  

The objectives of this strategy support the 
achievement of national goals, including the 
transformation of the human capital that under-
pins entrepreneurship, and fast-tracking the 
growth of a competitive digital economy by 
linking the public, private and academic 
sectors in the country. 

I am enthusiastic about this strategy and the 
contribution it will make to the well-being of the 
country and continent.

Dr Phil Mjwara, Director-General: 
Department of Science and Innovation.

MESSAGE FROM THE DIRECTOR-GENERAL



It is widely recognised that the rapid global 
growth in data and the emergence of new 
digital technologies are profoundly impacting 
the private, public and research sectors. This 
Big Data revolution is set to continue to acceler-
ate, and a period of signi�cant disruption is 
anticipated in the upcoming decades, in which 
this impact of digital technologies will radically 
transform the global economy, the research 
landscape, as well as policy and decision-mak-
ing. This will affect the quality of life and 
lifestyle of people, and enable the addressing 
of global challenges, such as energy, health, 
global and climate change and economy, in 
novel ways. 

Big Data research, development and innova-
tion involves the production of knowledge and 
novel solutions through the application and 
advancement of emergent and converging 
technologies, such as arti�cial intelligence, 
machine learning and block chain algorithms. 
The outputs of this research are new technolo-
gies and services that are crosscutting enablers 
of developments, such as cyber-physical 
systems and 4IR. This strategy supports the 
fruition of these related initiatives and goals 
across government and the research environ-
ment. Examples of such goals are skills and 
expertise development, entrepreneurship as 
contemplated in national blueprints such as the 
e-Strategy [1] and the Presidential Commission 
on the Fourth Industrial Revolution [3].
 
Together with other national agendas, this strat-
egy also contributes to Big Data governance 
and innovation that affect both the public and 
private sectors. Policy framework objectives of 
the Data and Cloud Policy Framework of DCDT 
[4], particularly supported by this strategy, 
include provision for “research, innovation and 
human capital development for data…”. More 
speci�cally, this strategy supports their policy 
interventions for “…the implementation of 
digital infrastructure strategies...” (clause 
9.11), and the development of “capacity build-
ing programmes and initiatives to provide skills 
on Big Data…” (9.8.1). A further intervention 
(9.10.1) that “The DSI shall be responsible for 
the R&D on Big Data…” explicates the syner-
gistic relationship between the draft policy 
framework of DCDT and this strategy.

South Africa is a rich source of research data, 
and it has invested substantially in cyberinfra-
structure that drives the acquisition and genera-
tion of data across a number of domains. 
Driven by initiatives such as the Square 
Kilometre Array (SKA) radio telescope, region-
al climate modelling and bioinformatics, these 
commitments are set to increase greatly in the 
future and uniquely position South Africa to 
derive substantial bene�ts from Big Data. 

This strategy presents the strategic priorities of 
the Department of Science and Innovation for 
research Big Data development and innovation. 
The purpose of this strategy is to provide informa-
tion to planners and decision-makers in the 
research and public sectors when deliberating 
about commitments and initiatives that leverage 
opportunities and meet the challenges presented 
by research Big Data. The primary aim of this 
strategy is to maximise the return on investments 
in research Big Data and thus realise the econom-
ic, social, educational, scienti�c and industrial 
bene�ciation potential of research Big Data for 
South Africa. This strategy speci�cally concerns 
research Big Data in the public research sector 
and not Big Data in the private realm. As such, its 
focus and scope align and harmonise with other 
national strategies and agendas for public sector 
investment in Big Data and ICT. In particular, this 
strategy supports the mission and strategies of 
the Department of 
Communications and Digital Technologies 
(DCDT). 

Big Data is a disruptive phenomenon that has 
become the common denominator in using 
technologies such as cloud computing, arti�-
cial intelligence and machine learning to bene-
�t from the fourth industrial revolution (4IR). In 
this context, Big Data holds vast potential for 
South Africa to become less driven by a 
resource-based economy and become a 
producer rather than a consumer of Big Data 
outputs, thus, accelerating South Africa’s transi-
tion towards a vibrant digital economy.

III IV

Learnings from the novel coronavirus pandemic 
demonstrate the urgent need for ongoing and 
long-term readiness to respond to this and 
similar future disasters. This readiness includes 
a capable e-infrastructure, data management, 
tools and services systems, data policies and 
strategies for Big Data. 
A number of challenges need to be addressed 
in order to derive greater bene�t from these 
investments. There are various Big Data 
research activities underway across universities 
and research institutions, though some are 
duplicative and suboptimal small interventions. 
The scarcity of expertise and skills is regarded 
as the most signi�cant hurdle. This shortage 
extends across the scienti�c, technological and 
management domains. collaboration among 
government, industry and the research sectors 
can yield greater ef�ciencies in terms of shared 

and human capital development, if these efforts 
are less fragmented. It is necessary to address 
these hurdles in a more focused and coordinated 
manner to avoid South Africa trailing behind 
other nations and ensure that Big Data serves 
national rather than sectoral vendors or foreign 
interests and to avoid South Africa being a collec-
tor of data, but not bene�ting from it.
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EXECUTIVE SUMMARY

PURPOSE AND CONTEXT 
OF STRATEGY



VIV

The key stakeholder groups for this strategy 
would include governmental departments and 
their supported entities that invest in Big Data, 
as well as academic and research institutions 
that conduct Big Data research innovation. 
Speci�c examples of such stakeholders are 
universities, research councils and government  

The vision of this strategy supports the outcomes of other 
national strategies: 

We envision a Big Data ecosystem, deriving from large, historic and diverse 
datasets; knowledge that leads to innovation, accelerated socioeconomic growth, 
and that positions South Africa to be more competitive in the 21st Century Big 

Data economy.

A mid- to long-term (5 to 10 years) view is adopt-

ed, and this strategy presents a position that 

should be reviewed on a regular basis, in 

response to changing strategic priorities and 

emergent technological trends. Although the 

focus is on national interests, 

There is an acute shortage of such skills in the 
public and private sectors, and a coherent train-
ing and education approach is essential to 
ensure that South Africa meets current and 
future Big Data human capital demands [9, 
10]. It is necessary to develop leading research 
capabilities to deal with the unique scienti�c 
and technological challenges posed by Big 
Data. Interventions that align postgraduate and 
postdoctoral programmes with collaborative 
research projects are needed to develop 
solutions capable of dealing with the scale and 
complexities of Big Data analytics, visualisation 
and management [11, 9, 12]. The number of 
data science research staff at universities and 
research institutions should be increased 
radically. It is important not to “leave anyone 
behind”, and concerted efforts should be made 
to capacitate sub-optimal universities through 
collaborative arrangements 

OBJECTIVE 1: HUMAN CAPITAL DEVELOPMENT. 
DEVELOP THE NEXT GENERATION OF R&D 
EXPERTISE AND SKILLS TO DERIVE KNOWLEDGE 
FROM BIG DATA AND ADVANCE THE FRONTIERS 
OF BIG DATA SCIENCE.             

OBJECTIVE 2: CYBERINFRASTRUCTURE. BUILD 
AND SUSTAIN A WORLD-CLASS AND RELEVANT 
NATIONAL CYBERINFRASTRUCTURE WITH 
ALLIED SERVICES THAT ENABLE AND 
ADVANCE BIG DATA RD&I.

Continued and increased investment in 
advanced research cyberinfrastructure is essen-
tial, in order to ful�l commitments to grand 
scale research projects such as the SKA, 
genomic sequencing, climate modelling and to 
support developments such as the 4IR. Cyberin-
frastructure should support the management 
and analyses of vast amounts of data and  
real-time data streams from heterogeneous data 
sources such as social media, the Internet of 
Things and remote sensing satellites [13].
 
The sharing and reuse of Big Data are key to 
deriving greatest value from these resources. 
Appropriately scaled up and advanced technol-
ogies are essential for such access and the 
proper stewardship of Big Data.

National AgendaNational strategies
(4IR, NDP ...)

Big Data Strategy
for RD&I

Big Data Policy &
Framework

R&D
Sector

Big Data
Analytics
& HCD

Private
Secor

Commerce
Industry
Cloud...

Public
Sector

Health
Climate
Energy...

RD&I (4IR, AI, Machine Learning, loT, Blockchain, QC...)

Big Data storage (DIRISA)

Super-and quantun computing (CHPC)

High bandwidth connectivity (SANReN)

Big Data R&D strategy
Big Data framework
4IR framework

Big Data sources
Public (Social Media)
Academic (R&D)
Private (Business & Ind.)

Cyberinfrastructure
NICIS
SITA

Public/private Cloud

entities, such as the DCDT and the National 
Research Foundation, while NICIS, with other 
public and private providers, such as the State 
Information Technology Agency (SITA) and 
private cloud service companies, provides 
advanced cyberinfrastructure for Big Data 
analytics, capacity development and R&D. 
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it is also necessary to consider continental and 

international perspectives on research Big Data 

strategies and goals. The following strategic 

objectives, in support of national interests, are 

necessary to achieve this vision:
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In order to achieve greatest return and optimise 
investment, it is crucial that Big Data initiatives 
and activities are coordinated at a national 
level, across government, research institutions 
and academia. A structure representing the 
roles and interests of relevant ministerial 
departments and appropriate organisations 
would serve in an overarching capacity and 
governance role to orchestrate and oversee 
strategic implementation, planning and nation-
al investment in research Big Data. 

IIXVII

NICIS has a key role in leading the design and 
coordination of the deployment of an 
advanced national cyberinfrastructure. It 
should collaboratively engage with stakehold-
ers of Big Data, in order to achieve greater 
ef�ciencies in cyberinfrastructure investments. 
This is necessary to avoid duplication and solo 
development. A sustained investment is neces-
sary to ensure that this technology platform 
remains relevant, in order to serve Big Data 
research needs adequately. 

OBJECTIVE 3: COLLABORATION. FOSTER A 
THRIVING AND COLLABORATIVE ECOSYSTEM 
OF BIG DATA RESEARCH INNOVATION THAT 
LINKS GOVERNMENT, ACADEMIA AND 
THE PRIVATE SECTOR. 

OBJECTIVE 4: DATA GOVERNANCE AND 
STEWARDSHIP. ADOPT STANDARDS AND 
POLICIES SUPPORTING THE PRACTICES OF 
OPEN DATA AND OPEN SCIENCE PRINCIPLES,
AND ENSURE INTEROPERABILITY AND 
COMPLIANCE WITH PRIVACY, ETHICAL AND 
LEGAL REGULATIONS. 

OBJECTIVE 5: OVERARCHING COORDINATION. 
MAINTAIN AN OVERARCHING AND COHERENT 
NATIONAL APPROACH TO INVESTMENTS IN 
BIG DATA INITIATIVES AND ACTIVITIES.

A set of principles serve as values that underpin 
the coordination of a Big Data strategy:

DEPARTMENT OF SCIENCE AND INNOVATION  | National Research Big Data Strategy

The Department of Science and Innovation 
(DSI) is in the process of developing a national 
Open Science Policy based on the Open 
Science Framework of Principles and Guide-
lines developed in 2018. 
More research is necessary to fully understand 
and address the challenges of Big Data priva-
cy, integrity, security and ethics. New tech-
niques and tools are needed to help assess 
data security and secure data in an increasing-
ly cyber-attack prone world.
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An example is the establishment of a Big Data 
Innovation Centre with NICIS and SKA-SA that 
focuses on grand challenge applications and 
helps to determine the infrastructure, datasets, 
analytical tools and interoperability requirements 
necessary to achieve key national priority goals. 
Industries such as multinational companies 
should be encouraged to invest in Big Data infra-
structures and develop Big Data capabilities 
through collaborations and other mechanisms.

Inclusivity (“Leave no one behind”). 
There is constructive engagement with all 
key stakeholders and bene�ciaries in the 
implementation of a Big Data strategy with 
a focus on transformation. Funding, custodi-
al, the research community, important 
national projects and the private sector are 
represented.

Privacy. Policies ensure the ethical use of Big 
Data and preserve the privacy of individuals 
as represented in Big Data and data in 
general. 

Governance and stewardship. There are 
clearly de�ned roles and responsibilities for 
the actors in the governance of Big Data. 
Governance structures oversee and promote 
coordination across Big Data activities. 

Infrastructure. NICIS serves as the primary 
Tier 1 platform in a sustained manner for 
Big Data initiatives and collaborates with 
other infrastructures used for specialised Big 
Data projects.

FAIR. As far as feasible, data generated 
using public funds should be “as open as 
possible and as closed as necessary” to 
support �ndability, accessibility, interopera-
bility, and reusability. 

Mechanisms and incentives should be estab-
lished to create opportunities to collaborate 
with government and industry by removing 
bureaucratic hurdles for technology and data 
sharing, and building sustainable 
programmes. One such possible mechanism is 
the creation of structures to coordinate collabo-
rative projects across governmental, industrial 
and academic boundaries. Big Data innova-
tion centres or cyber technology stations 
supporting the services, and monitoring and 
evaluation needs of national government and 
Big Data-based needs of different ministerial 
departments. Such centres would support 
so-called triple-P collaborative programmes 
with industry, small, medium and micro enter-
prises (SMMEs) and academia. 

The value of data increases manifold when 
combined with other data sets or when repur-
posed for uses that differ from the initial 
purpose for which it was collected. It is essen-
tial that data is easily discoverable, in order to 
reuse and combine these with multiple other 
sources. Policies are needed to promote the 
interoperability and visibility of Big Data. 

The privacy of individuals should be main-
tained at all times [14, 15]. New or revised 
policies and frameworks are necessary to 
protect privacy and clarify the roles and 
responsibilities of various actors involved in Big 
Data creation and use.
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There is broad agreement among business, 
academic and governmental institutions global-
ly about the potential socioeconomic impact of 
Big Data as a key driver of the digital economy 
[16, 17]. Together with advances in technolo-
gies, such as arti�cial intelligence, machine 
learning, cloud computing and the IoT, Big 
Data presents a wide rang of opportunities to 
disruptively grow the economy and directly 
bene�t society.
 
It is evident that Big Data has matured as an 
area of information technology, service and 
science. Big Data has been removed from the 
Gartner hype cycle for emerging technologies, 
indicating that this technology has moved 
beyond the “Plateau of Productivity” [18, 19]. 
The global collective sum of stored data and 
will reach grow from 33 zettabytes (ZB, 1021) 
in 2018, to 175 ZB by 2025, with a com-
pounded annual growth rate of 61% [20]. 
Within this ever-increasing at the hyphen 
deluge of data, are nuggets of opportunities to 
improve our quality of life and solutions to 
pressing challenges, some of which are global. 
The value that can be derived from Big Data 
has largely been driven by renewed interest in 
these data science-related topics and emergent 
technological phenomena [21, 22]. New Big 
Data-related �elds of research, such as the 
social impact and philosophy of Big Data, are 
also evolving [23, 24, 25].
 
Big Data has unquestionably shifted the 
research landscape beyond the traditional 
sciences. Research and innovation, arguably 
across all disciplines, have become profoundly 
data driven and data intensive [26, 27, 28, 
29]. It is now possible to fuse disparate and 
heterogeneous datasets to model and predict 
the behaviour of complex systems [30].
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1 INTRODUCTION

1.1  CONTEXT AND SCOPE

“Our prosperity as a nation depends on 
our ability to take full advantage of rapid 
technological change. This means that we 
urgently need to develop our capabilities in 
the areas of science, technology and innova-
tion. We will soon [...] ensure that our coun-
try is in a position to seize the opportunities 
and manage the challenges of rapid advanc-
es in information and communication 
technology.”  
[President Cyril Ramaphosa, State of the 
Nation Address, 2018]

Big Data research outcomes are also transform-
ing domains such as education, agriculture, 
economics, humanities and the social sciences. 
The successful implementation of the 4IR 
depends on the data to be used in technologies 
that perform some of the critical 4IR functions 
and that leverage Big Data to support industries 
in business decision-making processes.

In order to derive greater bene�t from these 
investments, several challenges have to be 
addressed. While various Big Data research 
activities are underway across universities and 
research institutions, some are duplicative and 
suboptimal small interventions. The scarcity of 
expertise and skills is a signi�cant hurdle, and 
this shortage extends across the scienti�c, tech-
nological and management domains [32, 24, 
33, 34]. 

Collaboration among government, industry and 
the research sectors can yield greater ef�cien-
cies in terms of shared resources and human 
capital, if these efforts are less fragmented. 
Furthermore, it is necessary to address these 
hurdles in a more focused and coordinated 
manner to avoid South Africa trailing behind 
other nations and ensure that Big Data serves 
national, rather than vendor or foreign interests. 
It is also important to acknowledge the impor-
tant role that access to national and global 
research infrastructure had and will have for the 
development of human capital in Big Data. In 
summary, there is a pressing need to formulate a 
common and coherent vision in terms of Big 
Data. 

This strategy articulates this vision, the objectives 
and actions for South Africa to become a 
producer rather than remain a consumer of Big 
Data outputs. More crucially, without an appro-
priate strategy,

Big Data has become a key enabler of main-
stream developments, such as the 4IR and the 
digital economy. This strategy represents a 
blueprint and a framework of actions by the 
DSI to achieve the greatest value from Big Data  
that has potential for research, development 
and innovation. It serves to provide information 
to planners and decision-makers, particularly 
in the research and public sectors, when delib-
erating about commitments and initiatives that 
leverage opportunities and that meet the chal-
lenges presented by Big Data. Government 
entities and supported institutions, universities, 
research councils and public sector custodians 
of Big Data would be key enactors of this 
strategy.

Business and industry are already monetising 
Big Data, but its bene�ts cut across many 
domains, many of which are presented in the 
NDP and form part of the focus of the DSI 
White Paper [6, 31]. 

Repositories of data accumulated over the years 
by public entities, such as research councils, 
academia and government departments, offer 
new opportunities to extract insights and  serve 
speci�c needs of citizens. South Africa is a rich 
source of research data and it invested substan-
tially in the acquisition and generation of such 
data. Driven by initiatives such as the SKA, the 
participation in the ATLAS and ALICE CERN 
experiments, and contribution to the IPCC 
climate change projections, these investments 
are set to increase greatly. In addition to energy, 
transport, health, disaster risk and environmen-
tal sustainability, 

South Africa will miss a unique opportunity to 
disruptively increase the pace of developing a 
digital-based economy if no determined and 
concerted effort is made to leverage the Big 
Data phenomenon in a prompt and decisive 
manner. 

The principal intent of this strategy is to realise 
the bene�ciation potential of Big Data fully 
through research and innovation as contextual-
ised by the 2018 State of the Nation Address 
and national Big Data strategic initiatives.
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This strategy should be regarded as a position 
to be reviewed as the technological landscape 
and strategic priorities change. In its present 
form, it informs the public and private sectors 
about the goals and priorities for research, 
development and innovation based on Big 
Data. 
The context of this strategy is set by current 
realities, i.e., global trends, national strategic 
agendas, as well as the prevailing local land-
scape of initiatives and activities related to Big 
Data. 
The prescription of particular technological 
solutions is not within the scope of this docu-
ment, although the methodology for determin-
ing such solutions should be based on the 
tenets given in this strategy. Importantly, Big 
Data exists within a broader data, high-perfor-
mance computing and data-intensive research 
context. 
While the scope of this strategy is limited to Big 
Data, this contextual background is taken into 
account. 

Data drives the digital economy – the success-
ful application of emergent technological 
developments, such as the 4IR and arti�cial 
intelligence, is predicated on data. Big Data is 
produced in diverse formats by various sourc-
es, including IoT devices, humans through 
social media, and research endeavours.

3 4DEPARTMENT OF SCIENCE AND INNOVATION  | National Research Big Data Strategy

The national e-Strategy [1] speci�cally, with 
Pillar 3: Digital Industrial Revolution; 

The objectives of the draft Big Data and Cloud 
Policy Framework of the DCDT [2] in provid-
ing opportunities to access Big Data services 
and participate in the Digital Economy and 
4IR; and

The mandate of the Presidential Commission 
on the Fourth Industrial Revolution [3] for 
mobilising resources to support the 4IR. 

It is envisaged that comments elicited from 
speci�c key stakeholders in governmental and 
relevant organisations will also be taken into 
account. It is anticipated that the DSI will over-
see the implementation of this strategy and that 
NICIS will serve as the implementing agent.

Long Tail DataBig Data
Number of data sets

Extreme data
(LHC,SKA)

Data
volume

Figure 2: Big Data within the encompassing data 
landscape. Exceptionally high volumes of Big Data are 
characterised as Extreme Data

The Big Data concept is well documented and 
is generally described in terms of a number of 
attributes. The most commonly recognised attrib-
utes are Volume, Variety and Velocity as shown 
in Figure 3, while other V’s such Veracity, Value, 
Volatility, Visibility and Viability have also been 
suggested [24, 35, 11, 22, 36].

1.2  PROCESS FOLLOWED IN 
        FORMULATING THIS STRATEGY

2 WHAT IS BIG DATA?As a crosscutting enabler of emergent and 
converging technologies, such as cyber-physi-
cal systems and 4IR, this strategy supports 
related strategic agendas and goals across 
government and the research environment. 
Figure 1 provides a perspective of how this 
strategy harmonises with sectors and other 
strategic initiatives. This strategy complements 
and aligns with:

An inclusive process was followed in the formu-
lation of this strategy. This version of the strate-
gy results from a synthesis of expert opinion, 
inputs from key stakeholders, strategies of 
other countries, as well as reports and techni-
cal documents on Big Data strategy. 
An initial draft of this strategy was developed 
by NICIS on request by DSI in 2018.

This version took into account the views of local 
and international experts who are leading or 
directing Big Data initiatives in some countries 
and of local professionals from academia and 
research councils, as well as the strategies of 
other countries (as summarised in Annexure A). 
This draft served as the point of departure for a 
broader and inclusive formulation process. 

Feedback and views of stakeholders that 
included academic and governmental repre-
sentatives (as listed in Annexure B) were solicit-
ed during a national workshop and these were 
used to further re�ne and adapt this document.
 
The recommendations of the DSI, following a 
presentation and a discussion meeting on the 
�rst draft, were incorporated. Further discus-
sions with the DCDT resulted in closer align-
ment of this strategy with their draft Big Data 
and Cloud Policy Framework.

The concept of Big Data is introduced and the 
prevailing Big Data landscape, together with 
the main sources of Big Data, is considered.

Further sections provide an overview of the 
strategic drivers in terms of opportunities and 
challenges, the roles of different stakeholders 
and the present local landscape that informs 
the rationale for this strategic plan. Areas of 
interest that can stimulate collaboration within 
the public and private sector are highlighted. 
Several Big Data application domains are 
noted, although these are not assumed to be 
exhaustive. 

A set of strategic objectives to leverage the 
opportunities and meet the challenges present-
ed by the Big Data phenomenon are present-
ed. These objectives are based on a vision and 
a set of principles and guidelines that, in turn, 
inform a recommended framework of actions 
to give effect to this strategy. The appendices 
provide a list of contributors, key stakeholders 
and summaries of Big Data strategies of some 
countries, and present some ethical aspects 
pertaining to Big Data. 

As shown in Figure 2, Big Data forms part of a 
broader spectrum of data. Volumes of Big 
Data, such as those generated by the LHC 
experiments at CERN, are at least an order 
greater than typical cases of Big Data. These 
instances are distinguished as Extreme Data  to 
avoid skewing the general perspective of Big 
Data. Long tail data comprise a multitude of 
much smaller data sets. It is important to recog-
nise that the skills, technology, governance and 
management requirements for these categories 
of data are fundamentally different.

• 

• 

• 
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Figure 3: Commonly identi�ed attributes of 
Big Data – Volume, Variety and Velocity 

are most prevalent

Data generated for the initial purpose of 
research are regarded as primary research 
data and data collected for a different initial 
purpose are regarded as secondary research 
data [45]. 

This strategy concerns speci�cally research Big 
Data and not Big Data in the private realm.

• Social media are the most visible public 
sources of Big Data. While not always of 
high veracity, these data sources cross 
national, cultural, physical and demograph-
ic boundaries, and can provide valuable 
insights on public sentiments, preferences 
and changing trends. Predominant sources 
include interactive platforms such as Goog-
le®, Facebook™, Twitter™, YouTube™, 
Instagram®, as well as generic multimedia 
accessible through the Internet, such as 
images, videos, audios that provide quanti-
tative and qualitative data on diverse 
aspects of human interaction. 

The Volume attribute refers to the size of digital 
storage needed as measured in orders of 
bytes. Typical Big Data storage volumes 
currently range from Petabytes  (1015 bytes ) 
to Exabytes (1018 bytes) and it is expected 
that there will be 16 Zettabytes (16x1021 
bytes) of useful data in 2020. 

Variety concerns the structure and format in 
which data are represented. Formats include 
text, audio, image and video, while structure 
addresses how data are organised (structured 
or unstructured). Combining different formats 
of data is a major technical challenge and 
more so if data sources are heterogeneous or 
unrelated.

Velocity refers to the speed at which data are 
generated or transmitted with typical Big Data 
transmission speeds ranging from one to 100 
gigabits per second. Veracity, coined by IBM, 
addresses the inherent trustworthiness of data. 
Uncertainty about the quality and integrity of 
data compromises the validity of results and, as 
a result, techniques such as data cleansing, 
data veri�cation and data pre-processing are 
critical disciplines when working with Big 
Data.

A byte comprises eight binary digits and repre-
sents a single ASCII character; a binary digit is a 
zero or a one. 

Each of these functional attributes presents funda-
mentally very different scienti�c and technologi-
cal challenges. In some cases, for example the 
SKA, it is not practical or even possible to store 
all the data to be collected, even if current 
storage capabilities are increased by an order of 
magnitude. A similar situation holds for Velocity 
– it is not feasible with current technologies to 
transmit to remote locations all the data that will 
be received by the SKA antennas.
 
The processing and visualisation of Big Data 
have fundamentally very different and highly 
intensive data and computational requirements. 
A dataset that requires computationally intensive 
resources for processing can be regarded as Big 
Data; a data set that has national importance 
(Value) or that cannot be recreated without 
exceedingly high resource investments could 
likewise be considered to be Big Data. 

Gartner Incorporated describe Big Data as “…in-
formation assets that demand cost-effective, inno-
vative forms of processing for enhanced insight 
and decision making”. For the purposes of this 
strategy, Big Data is regarded as data that have 
acquisition, storage, transmission, processing or 
visualisation requirements that exceed the capa-
bilities of conventional technological means.

‘Big’ in Big Data is thus a relative notion that 
would change as technologies are developed for 
managing greater volumes, faster rates of inges-
tion and more diverse data formats. The upsurge 
in data volume is  continuous and exponential, 
and addressing this phenomenon demands a 
fundamental shift in the way that data is viewed. 
There is general agreement that the size of the 
data universe will double at least every two 
years, i.e., a 50-fold growth from 2010 to 2020 
and 10 times faster than the growth rate of tradi-
tional business data [22, 30].

Most of this growth stems from (a) rapidly 
increasing IoT, i.e., devices that continuously 
transmit observations or measurements from a 
myriad of sensors (cameras, telescopes, satel-
lites, etc.); and (b) human-generated data, such 
as social media, transactional and other digital 
communications [37, 38, 39]. 

Vast volumes of data, estimated at 2.5 quintil-
lion (2.5 x 1018) bytes by IBM, are created 
every day [40]. To give a sense of magnitude, 
this equates to 72 hours of uploaded videos, 
four million Google searches, three million 
tweets and 200 million emails created every 
minute. 

The Internet, as the global medium of digital 
exchange, drives much of Big Data generation 
and value creation in the business and social 
world. Examples of business revenue generat-
ed per minute, by major multinational IT com-
panies are, $ 54 190 (by Apple®); $ 24 690 
(Microsoft®); $ 23 610 (Amazon®) and $ 17 
610 (Google®) [41, 42, 43]. 
 
While the Velocity and Variety attributes pose 
technological challenges, Value is an important 
aspect, since some research data represents 
our history and culture. Data collections used 
in pan-African initiatives (such as climate 
change, Earth observation and bioinformatics) 
are key enablers of collaboration and should 
be regarded as Big Data. 
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BIG
DATA

VARIETY
Multiple different formats

VALUEVELOCITY

VOLUME VERACITY

Very costly or
impossible to 
recreate

Accuracy and 
integrity

Transmitted or
generated at
high speeds

Huge amount
of generated
or observed 2.1 SOURCES OF BIG DATA

While there is a multitude of data sources, �ve 
signi�cant categories of Big Data sources can 
be distinguished [44]. Although the primary 
intent of acquiring these datasets may not have 
been research, some of these categories have 
secondary and serendipitous value as research 
Big Data. 



DEPARTMENT OF SCIENCE AND INNOVATION  | National Research Big Data Strategy DEPARTMENT OF SCIENCE AND INNOVATION  | National Research Big Data Strategy

supporting innovation

VALUE DERIVATION
AND IMPACT

- Aggregation
- Publication
- Data linking
- Data preservation

DATA VISUALISATION
AND CURATION

- Aggregation
- Publication
- Data linking
- Data preservation

DATA ANALYSIS 
AND MINING

- Machine learning
- Analytics
- Data fusion
- Simulation and 
  modelling

DATA PREPARATION
AND PRE-PROCESSING

- Validation
- Security and privacy
- Metadata annotation
- Data models

DATA ACQUISITION OR
GENERATION

- Structured/
  unstructured
- Sensors and events
- Social media
- Real-time data   
  streaming

Big Data

2.2 THE BIG DATA VALUE CHAIN
• Public and private cloud storage providers 

host structured and unstructured data and 
provide on-demand controlled and interac-
tive access to real-time data. 

The �exibility and scalability of cloud storage 
make for easier and more economical Big Data 
access. Commerce and �nance businesses rely 
on a variety of database technologies to 
manage vast numbers of daily transactions and 
provide competitive business intelligence. 

• The World Wide Web hosts vast amounts of 
Big Data accessible through the Internet to 
individuals and companies alike. The global 
enormity of the Web ensures its ubiquity and 
bene�t to start-ups and small and medium 
enterprises (SMEs).  

Together with computers executing model-
ling algorithms, these instruments produce 
vast amounts of data every second. Data 
from some of these and other devices, such 
as medical instruments, vehicles, digital 
metres and household appliances, can now 
be sourced through the IoT. 

While all of the above categories are potential 
sources, data collected from sensory devices, 
collected through and generated from algorith-
mic models for the explicit purpose of 
research, are the most signi�cant sources of 
primary research data. Figure 4 illustrates 
how primary research data from phenomena 
and simulation models are collected, stored in 
repositories and then utilised in research that 
supports innovation.

Examples of primary research data sources 
are laboratory instruments and equipment 
such as satellites, radars, weather stations, air 
and soil chemistry sensors, telescopes and 
microscopes, and results of surveys for longitu-
dinal and time series studies. These data 
collections are typically stored in silo reposito-
ries and, in some cases, with access only by a 
restricted group of users. 
Considerable resources are invested in the 
acquisition of data in general and more so for 
the case of Big Data. These research Big Data 
collections are the principal focus of this 
strategy. 

• Data acquisition and collection is the process 
of creating or obtaining data from multiple 
sources, some of which may continuously 
transmit high volumes of data, while others 
result from simulation models or observations 
stored in �les. Ingesting data at high speeds 
poses technical challenges, one of which is 
referred to as the Fast Data problem. 
As one practitioner remarked, “it is akin to 
trying to drink from a fully open �re hose”.

• Data pre-processing and preparation entails 
the transformation of data into formats and 
types that can be analysed and mined (clean-
ing), and can involve the determination of 
the veracity and �delity of data (validation 
and veri�cation), its quality and attempts to 
impute missing values. This process also 
includes the annotation of data with metada-
ta, without which a dataset would be a 
meaningless set of �gures or text. 

• Data analysis and mining involves the appli-
cation of advanced scienti�c techniques, 
such as statistical analyses, deep neural 
networks and other machine learning algo-
rithms, to explore, model and ultimately, 
extract useful information. This processing 
can be very computationally intensive.

• Data visualisation and curation address two 
separate aspects. The �rst is to aggregate, 
summarise and render results in a form that is 
readily useful and that imparts information or 
knowledge. The second aspect refers to the 
active management of data and results over 
their lifecycle. 

• The derivation of value includes improved 
decision-making and planning, the applica-
tion of outputs to improve existing services or 
the use of these insights to develop new 
services and products, and in�uence policy 
development. 

Importantly, all of these steps require expertise 
and skills, as well as advanced cyberinfrastruc-
ture technology capable of dealing with the 
attributes of Big Data. The synergy between Big 
Data and arti�cial intelligence is explicitly 
emphasised. 

The application of machine learning and Big 
Data in science is relatively advanced and arti�-
cial intelligence, in general, provides opportuni-
ties to achieve broad impact from Big Data. 

It is dif�cult to exploit the bene�ts of research 
Big Data without arti�cial intelligence (and to 
some extent, vice versa). A tangible example of 
the bene�ts of arti�cial intelligence as an HCD 
focus for Big Data is evident in the graduates of 
the SA-CERN consortium, who are now hired by 
leading companies globally. A research Big 
Data implementation roadmap should thus 
include the development of the arti�cial intelli-
gence ecosystem as well. 
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A series of steps have to be taken to generate 
useful insights and value from Big Data. A 
generic �ow of the major activities in the Big 
Data value chain is shown in Figure 5. 

• Sensory devices that emit data, range from 
smart phones and cameras to research appa-
ratus, such as telescopes, remote-sensing 
satellites and radars. 

2.3 CHALLENGES OF BIG DATA

Data can be viewed as both an asset to be 
mined and part of the infrastructure for 
research and development. 
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Thato, aged 
15, is female, 
lives here, 
su ers from 
asthma, goes 
to XYZ school, 
… 

Figure 6: It is now possible to de-anonymise individuals
using a combina�on of social data and other sources

 

2.3.1 CAPACITY AND EXPERTISE

However, there is a wide gap between the 
promise of Big Data and its realisation. Big 
Data poses dif�cult and novel problems – heter-
ogeneity, scale, complexity and privacy 
impede progress at all phases of the pipeline 
that create value from data. Solutions to 
analyse and properly manage very large data-
sets do not readily exist. 

Big Data technologies for data management, 
processing, analytics, discovery, and dissemi-
nation are different in scale and sophistication 
from those used for conventional volumes of 
data. 

Traditional information and communications 
technologies, such as database management 
systems (Microsoft SQL™, MySQL, 
PostgreSQL); �le management systems (NTFS, 
Mac OS, Ext4, etc.); and analytics applica-
tions (R, Matlab, Octave,…) have not been 
initially designed to cope with Big Data and 
are being supplanted by new versions or new 
big-data capable technologies.

Finally, the presentation and interpretation of 
results require new approaches, in order to 
derive value from Big Data. Innovative and 
creative science is required since traditional 
technological solutions do not adequately 
address these challenges.  There is also a need 
to re-assess the manner in which data is man-
aged, end to end. 

To address these issues, there has been 
renewed interest in, for example, data analyt-
ics and ‘smarter’, faster ways of processing 
(e.g., in computational intelligence disciplines 
such as machine learning). There is a further 
need to develop leading edge technology 
services such as e-Science enabling environ-
ments (e.g., virtual collaborative research envi-
ronments, digital data libraries, Grid and 
cloud middleware) and to disruptively scale up 
data storage, transmission and processing 
infrastructures. 

The ethical and social implications of Big Data 
are receiving heightened interest, with Society 
5.0 being the emerging notion encompassing 
aspects such as privacy and cybersecurity. 
Emergent technology phenomena, such as the 
IoT and Industry 4.0 leverage, largely, a 
mature Big Data world. Some key challenges 
posed by Big Data are considered in the 
following sections.

However, there is a global dearth of data 
scientists and researchers [34, 12, 11] and, 
for South Africa, this need is more acute, given 
projects such as the SKA. This lack poses a 
critical risk to achieving national goals and is 
the pivotal barrier to leveraging Big Data for 
more rapid socio-economic growth. HCD is 
needed along the entire Big Data lifecycle and 
the required expertise and skills go beyond 
traditional data science curricula. There are 
three major categories of expertise that can be 
distinguished: 

End users of Big Data cyberinfrastructure, 
i.e., researchers across all disciplines who 
are knowledgeable and competent in 
research data management, including data 
pre-processing (such as “data munging”, 
formatting and annotation), as well as the 
use of appropriate Big Data analytical and 
visualisation tools; 

Technical practitioners, such as system archi-
tects, software engineers, hardware techni-
cians, developers and support staff skilled at 
engineering, deploying, developing, main-
taining and supporting leading edge technol-
ogies for Big Data; and 

Data managers and support staff, such as 
data librarians, data custodians and stew-
ards, supporting users and ensuring that 
data is managed in compliance with regula-
tions, policies and principles (e.g., Open 
and FAIR) along the entire data lifecycle 
(from acquisition or generation to curation or 
expunction). 

The traditional siloed operation of academic 
departments hinders collaboration among 
subject matter experts on Big Data as a multi-
disciplinary topic. 

The National Department of Basic Education 
has a role in building the human capital pipe-
line, but this is not within the scope of this strat-
egy. Training and skills development in Big 
Data science will inevitably cascade into inno-
vation needed to accelerate the development 
of knowledge-based business and industry in 
South Africa. However, a concerted and 
well-directed HCD approach for Big Data is 
required to address this challenge timeously. 
Interventions ranging from short courses and 
tutorial workshops, re-training programmes to 
undergraduate and postgraduate research 
programmes are examples of means to tackle 
this problem. 

2.3.2 PRIVACY AND CYBERSECURITY

• 

• 

• 
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The problems start right away during data 
acquisition when the deluge of data requires 
decisions, currently ad hoc, about what data to 
keep and what to discard, and how to reliably 
store what we keep. The value of data multi-
plies when it is linked with other data. Thus, 
data integration is a major creator of value but 
also a complex problem. Data analysis is a 
bottleneck, due to lack of scalable algorithms, 
and the volume and complexity of the data that 
needs to be analysed.

The scale of Big Data poses complex and novel 
management and technical problems. 
Advanced technical skills are needed to 
address technical aspects and expert knowl-
edge is required to mine knowledge from Big 
Data to create innovative new services and 
capabilities.  

There should be much closer engagement 
among mathematics, statistics, computer 
science and other departments, in order to 
respond effectively to the needs of Big Data 
expertise. 

It is possible to utilise Big Data to, for example, 
improve the quality of health services; produce 
sector-speci�c weather and climate information, 
and forecast peak water and energy needs and 
consumption more accurately.
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2.3.3 CYBERINFRASTRUCTURE

However, the use of Big Data can involve 
personal information, such as medical and utility 
billing data. For safety and security, Big Data 
also provides new means of surveillance and 
governmental organisations routinely collect 
personal data that could be used for purposes 
not originally envisaged [46, 47, 48]. 

Reports by the Big Data World Economic Forum 
and the McKinsey Global Institute, among 
others, raise concerns of privacy and security. 
Large amounts of data can now be collected 
more easily without consent or knowledge [49, 
16]. Even if a dataset is effectively anonymised 
– and this is very dif�cult – if freely available it 
could be de-anonymised by merging it with other 
datasets [50, 51]. 

Analytics of FacebookTM data, for example, were 
95% accurate in distinguishing African Ameri-
can from Caucasian-American users [52]. The 
potential for abuse is further heightened by 
myths of informed consent. Few people ever 
read and fully understand the full terms and 
conditions associated with Internet and social 
web services [53, 54, 55]. The implication is 
that it is very hard to guarantee privacy. 
such as the South African POPI Act, 2013 (Act 4 
of 1023), have been enacted, more directed 
policies are needed to regulate the ethical use of 
Big Data and further protect the privacy of the 
individual. 

By tracking the rate at which the public searched 
for terms like “�u” and “cough medicine”, 
Google maintained that an outbreak of in�uen-
za could be spotted a week or two ahead of 
these reports [56]. This serendipitous use of Inter-
net search data could not have been anticipated 
initially. Google search engine data have been 
similarly used to provide measures of unemploy-
ment and consumer con�dence [57, 58]. 

To address these issues, the following questions 
have become more salient:

• What are the implications of Big Data for 
data breach and cybercrime;

• 
What are the implications for Big Data in 
deriving information about individual and 
personalised market pro�les;

• How should we reconsider the “reuse” of 
data, i.e., the use of data for purposes not 
initially identi�ed or even envisioned;

• Similarly, how should the initially unintended 
recombination of data be considered; and

• Who will regulate and monitor Big Data 
ethics (and who watches the watchers)?

Advanced, high performance and high-capaci-
ty cyberinfrastructure is needed to harness the 
bene�ts of Big Data. The exponential growth of 
data volumes and velocities introduces several 
technological challenges:  

• Continuously and rapidly increasing data 
storage needs, together with power, cooling 
and space limitations (in an increasingly 
energy-hungry world);

• Growth in data movement, together with 
limitations in the transmission capacity of 
legacy communications networks; and

• Growth in the heterogeneity of data, together 
with diverse data management environments 

Hence, in the development of the national 
cyberinfrastructure, issues of the sustainability 
of such implementation should be considered. 
In summary, the major Big Data challenge is 
the lack of skills. 

Other hurdles are the lack of appropriate tech-
nology, complexity, management, analytics, 
visualisation, privacy and security.

3 STRATEGIC DRIVERS
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There has been signi�cant investment in the 
development and deployment of cyberinfra-
structure. NICIS provides the national (Tier 1) 
cyberinfrastructure and coordinates the estab-
lishment of regional (Tier 2) infrastructures. 
Other mid- to high performance cyberinfrastruc-
tures are unavoidable. Institutions such as 
universities, research councils and government 
entities and departments would continue to 
build cyberinfrastructure in addition to Tier 1 
and Tier 2 resources.
 
Some of these platforms would be dedicated to 
speci�c Big Data projects and disciplines (e.g., 
SKA Data Processing Centre, Western Cape 
Tier 2 Data node) to meet their operational 
obligations in some instances. Academic and 
research institutions struggle to afford the 
procurement and maintenance of cyberinfra-
structure. 

While funding models might encourage the 
development of infrastructures in a siloed 
manner, such uncoordinated efforts can lead to 
inef�ciencies and duplication and, counteract 
collaboration among researchers. Moreover, 
technology ages rapidly and has a limited useful 
lifespan.

Big Data increases the likelihood of drawing 
erroneous inferences from spurious correlations. 
The GoogleTM Flu incident is the archetypal 
case– the US Centre for Disease Control com-
bined air line records, disease reports and 
demographic data to track health risks.

Shared cyber technology platforms present 
greater economies of scale and encourage 
collaboration. While there should be scaled up 
and sustained investment in information and 
communications technologies to manage Big 
Data, there has to be coordination among 
stakeholders to ensure effective and ef�cient 
investment of resources. 

This strategy is informed by other national agen-
das, such as the NDP [59], the recently 
published White Paper on Science and Technol-
ogy [6], NSI, HCD Strategy for Research Innova-
tion and Scholarship [60], the 10-year Plan for 
Science and Technology [61] and the SARIR 
[59]. The relevance of and relationship to a Big 
Data strategy for these and other key initiatives 
are considered.

The global response to the novel coronavirus 
(Covid-19) pandemic eminently demonstrates 
the value of Big Data in mitigating and manag-
ing this disease. Monitoring, tracking, analytical 
and predictive modelling applications being 
developed depend critically on analytical skills 
to transform, integrate and visualise data of 
heterogeneous formats and sources. 
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Examples of such diverse formats and sources 
are unstructured data of cellular phone locations 
obtained mobile telephony companies, hospital 
records of patient admissions, mortality rates 
from the Department of Home Affairs, and spati-
otemporally maps downscaled to provinces, 
municipalities and enumeration areas. 
Research and development are at the core of 
overcoming the Covid-19 pandemic. An 
advanced level of so-called ‘data wrangling’ or 
‘data munging’ competencies is required to 
effectively and timeously manage this disease. 
This strategy addresses the need for the country 
to attain a deeper and broader base of 
advanced skills and expertise. That is to develop 
a cadre of Big Data scientists and analysts, with 
access to suitably advanced cyberinfrastructure, 
who derive knowledge and develop more accu-
rate models, not only to conquer this pandemic, 
but also to improve responses and attain a great-
er level of preparedness to similar challenges in 
future. 

• Big Data innovation supports the transfor-
mation towards an economy in which the 
production and dissemination of knowledge 
leads to economic bene�ts as contemplated 
in the 10-year Innovation Plan [7]. This can 
be achieved through a concerted effort to 
develop a Big Data ecosystem comprising 
the enabling capabilities and resources. 

The NDP serves to “grow an inclusive econ-
omy, build capabilities, and enhance the 
capability … to solve complex problems” 
[62]. Big Data presents precisely such an 
opportunity: in growing Big Data capacity, 
the technology solutions for transport, public 
health and other infrastructural services can 
be improved and a less resource dependent 
economy can be attained.

•

• The NSI is a framework for a set of institu-
tions, organisations and policies that seek 
to promote productivity growth, competitive-
ness and improvement of quality of life 
through innovation [63]. Innovation through 
Big Data initiatives is key to accelerated 
economic performance and can contribute 
to addressing social challenges such as 
health, food security and access to potable 
water. 

• Big Data R&D impacts centrally on the 
National Research Foundation Strategy 
2020 to support knowledge generation and 
accelerated engagement with countries in 
Africa and globally. This strategy seeks to 
achieve “leading-edge research and infra-
structure platforms” as an outcome of their 
Strategic Objective 4 [64]. Big Data infra-
structure would include an instance of such 
a platform.

• DHET seeks to expand R&D and innovation 
capacity as Output 5 of their strategic plan 
(2015/16 – 2019/20) and an appropriate 
Big Data strategy that includes the develop-
ment of expert human capital in the sciences 
and engineering for Big Data as an objec-
tive  [65]. There is close alignment between 
this objective and the outcome of increased 
numbers of graduates as contemplated in 
several targeted indicators of the DHET 
strategy. 

The South African national ICT RDI Imple-
mentation Roadmap identi�es world-class 
research as being central to a vibrant SME 
ICT industry, and Big Data RD&I fully 
supports this goal [8]. The roadmapidenti-
�es Grand Science as an ‘Opportunity’ 
cluster. Astronomy, with reference to the 
SKA, and the bio-medical sciences are 
explicitly mentioned in this context and, 
given the data volumes produced in these 
disciplines, a Big Data strategy is clearly 
relevant in the fruition of this Opportunity. 

•

SARIR identi�es several scienti�c domains, 
all of which potentially involve Big Data 
[59]. In order to ensure greater return and 
synergy, it is necessary to have a well-coor-
dinated plan that scales up investment in 
Big Data research infrastructures. 

•

NICIS manages national cyberinfrastructure 
that serves as the primary technology 
resource for implementing Big Data R&D 
[66]. In addition to the provision of techno-
logical services, NICIS also coordinates Big 
Data research as a subset of research activi-
ties requiring advanced cyberinfrastructure. 

•

DIRISA, as the data component of NICIS, 
has the role to advocate, enable, support 
and coordinate data intensive research. 
DIRISA’s provision of cyberinfrastructure 
with services, policy guidelines and recom-
mended practices for sound data manage-
ment and coordination of data intensive 
research initiatives naturally include Big 
Data. The other two components of NICIS 
support the processing of Big Data through 
the provision of high-performance comput-
ing infrastructure through the CHPC, and 
data transport and security through 
SANReN.

The SKA project is the preeminent instance 
of Big Data research [67]. However, the 
scale of its data and technology require-
ments is at least an order greater than other 
Big Data initiatives (such as Bioinformatics 
and Earth Observation). For this reason, it is 
regarded as a special case of Big Data – 
perhaps, an Extreme Data project. Given 
the increasing globalisation of technology 
sharing, the SKA project is indicative of 
how science may be conducted in future 

•

Big Data outcomes support several of the 
SDGs – in particular, those of ensuring food 
security, promoting well-being, sustainable 
water and energy supplies, combatting 
climate change, oceans and marine and 
environmental sustainability [68]. 
To provide integrated solutions for attaining 
these goals, it is necessary to combine data 
across diverse disciplines and of disparate 
formats. 
This is a complex problem addressed as a 
relevant Big Data research topic. 

•

The NRDS provides an eminently appropri-
ate context for Big Data of having “to 
ensure that as many of our people as possi-
ble master modern technologies and 
integrate them in their social activities, 
including education, delivery of services 
and economic activity. This relates, in 
particular, to communication and informa-
tion technology [69]”

•

13 14

All three components designed in an 
integrated manner, are critical to all facets 
of the Big Data value chain.
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The White Paper on Science, Technology 
and Innovation released by the DSI in 
March 2019, captures a number of Policy 
Intents for a coherent and inclusive NSI, 
increased human capabilities and expand-
ed knowledge enterprise that, among 
others, promote and support competitive-
ness, enhance the quality of life, develop 
human resources and notably promote a 
digital economy. Big Data is a catalyst for 
achieving these goals [31, 70]. 

•

The SA-EU Dialogue report on an Open 
Science Framework presents a set of princi-
ples and guidelines for the development of 
a South African Open Science policy, many 
of which are fully supported by this strategy. 
In particular, this strategy echoes the princi-
ples of Open and FAIR, the urgency to 
develop expert and skilled human capital, 
and the formulation of policies as  

•

 in order to “master Big Data” [72]; the UK Data 
Capability parastatal agency invested £ 189 
million in Big Data and established an e-Infra-
structure Leadership Council to advise govern-
ment on infrastructure and skills needed to lever-
age Big Data opportunities [70]. Proportionate 
investments have been made by other countries 
such as Australia, China, Japan, Malaysia, 
Singapore  and South Korea [73, 74]. 

Besides large science projects, such as the SKA 
and LHC, ongoing national initiatives, such as 
the recently adopted EU framework on Open 
Science, the African Open Science Platform,  
and the SADC Cyberinfrastructure Framework 
Initiative, are among the signi�cant drivers of a 
Big Data strategy. A substantially increased 
national commitment is essential, in order to 
reap the bene�ts that can be derived from Big 
Data. It is also crucial to recognise the necessity 
for self-capacitation as the Big Data capabilities 
and technologies developed today will be the 
competitive resources of tomorrow. 

Put differently, these commitments will position 
South Africa to be a competitive producer and 
contributor, rather than a consumer or receiver 
of technology products and services in the 21st 
Century.

recommended in the Open Science Framework. 
In further alignment with the framework, while 
this strategy focuses on all Big Data, it is primari-
ly applicable to publicly funded Big Data. Glob-
ally, trends overwhelmingly indicate that Big 
Data will grow unabatedly along all dimensions 
of its attributes. Data volumes will continue to 
increase exponentially and, driven by the prolif-
eration of IoT devices, data will be generated at 
progressively faster rates and in more diverse 
varieties. The strategies of developed countries 
(summarised in Annexure A) demonstrate a very 
substantial and increased commitment of 
resources to Big Data. 

In 2016, The United States government commit-
ted $200 million to Big Data research and 
development initiatives [71]; in 2015, the Euro-
pean Union committed €2.5 billion to public-pri-
vate partnerships,  

4  BIG DATA VALUE AND IMPACT

Data have become an asset as important as 
labour and capital. As a value creator, the 
overheads are comparatively little in terms of 
capital and running costs and the potential 
bene�t of Big Data extends virtually across all 
forms of endeavour. In the private sector, new 
services and products utilise Big Data to 
capture greater market share. Big Data is also 
a major driver of IT spending. Indicative �gures 
for the US in 2017 range from $50 billion to 
more than $200 billion [75].

Examples of domains that readily lend them-
selves to Big Data innovation include �nance 
and commerce, education, and health and 
transport. However, an enabling environment 
is at the core of realising the value of Big Data 
for both the public and private sectors. There is 
a broad range of such opportunities. The 
following are examples of research areas that 
have Big Data bene�ciation potential:

A number of Big Data initiatives are already 
underway in the R&D and academic domains. 
Beyond these, a number of public entities host 
Big Data collections in support of their activi-
ties. These activities have a key role in driving 
capacity development and the hosted data 
collections provide eminent opportunities for 
Big Data innovation.

4.1 OPPORTUNITIES

Astronomy. The South African Meerkat and 
SKA radio telescopes are foremost Big Data 
cases and present cyberinfrastructure chal-
lenges for collecting and managing data 
that are and will be collected and man-
aged. South Africa’s role to lead the SKA 
project includes the establishment of an SKA 
Data Centre. 

•
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This activity, alongside the LHC, presents 
unprecedented challenges in that data 
volumes and data ingestion rates are 
typically an order greater than those of 
typical Big Data cases are. The develop-
ment of expertise to conduct advanced data 
intensive research, and the skills needed to 
implement and maintain this Big Data infra-
structure is a crucial requirement. The SKA 
and LHC are distinguished as Extreme Data 
instances to avoid these cases imposing a 
skewed perspective of the general Big Data 
domain. 

Bioinformatics. The South African National 
Bioinformatics Institute (SANBI) hosts 
genomic data and research tools that can 
be integrated with many other growing 
gene expression databases abroad. Given 
the lack of suitable repositories in South 
Africa, the tendency to deposit data collec-
tions overseas increases the local access 
barrier and lessens the opportunity for South 
African and African researchers to �rstly 
bene�t from these resources.  

•
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Environmental Science. The Southern 
African Environmental Observation 
Network (SAEON) provides access to a 
network of repositories of heterogeneous 
environmental data that can be integrated 
with resources such as weather and climate 
change projection information. Two SARIR 
Research Infrastructures (RI), namely, the 
Shallow Marine and Coastal Research Infra-
structure and the Expanded Freshwater and 
Terrestrial Environmental Observation 
Network, have recently been located in 
SAEON. Both of these RIs require signi�cant 
Big Data research platforms. SANBI hosts a 
wide variety of biodiversity datasets that are 
valuable and will continue to grow. In order 
to gain greater value, it is essential to not 
only enhance access, but also provide ICT 
environments that enable the integration of 
these data collections with those of other 
disciplines. 

•

Particle Physics. Experiments worldwide 
created what used to be the world’s largest 
database of data. These volumes are 
exceeded by experiments at the CERN 
Large Hadron Collider. Locally, NICIS hosts 
data used in the ATLAS and ALICE experi-
ments and these volumes will increase 
substantially. Local researchers also depend 
on very high bandwidth interconnectivity to 
partake in these experiments, and challeng-
es such as the selection of data, software to 
analyse the data and long-term storage of 
data should be addressed. The lessons in 
managing Big Data volumes and the provi-
sion of collaborative virtual research envi-
ronments will inevitably cascade into other 
�elds. 

•

Medicine and Health. The introduction of the 
National Health Information System will 
cater for the digital storage of medical 
imaging records, among others, which will 
impose consequent Big Data storage 
requirements. One example is the SARIR- 
supported distributed platform for “omics” 
research (DIPLOMICS) infrastructure that 
generates and hosts genomic sequencing 
data that are shared among researchers 
across Africa and that require petascale 
storage and curation facilities.

•

Social Sciences and Humanities. The preser-
vation needs for historical and archaeologi-
cal artefacts such as paintings and fossils 
are being digitised and storage require-
ments for these datasets will continue to 
grow. A case in point is the management of 
digitised collections of paleontological 
discoveries, such as the Homo Naledi fossil 
�nds. These resources, together with other 
population data, such as census data, 
constitute key assets and are regarded as 
Big Data, although not necessarily of high 
volumes. 

•

The SARIR South African Population 
Research Infrastructure Network is a particu-
lar example, being a research initiative that 
produces an ICT platform that hosts longitu-
dinal and demographic data for inter-disci-
plinary research on improving the wellbeing 
of poorer communities.   

Earth Observation and Space. The SANSA 
hosts repositories of remote sensing data 
and other space-related data, such as 
provided by the Hermanus Magnetic Obser-
vatory. The SAWS is a custodian of weather 
and climate data and hosts data from a 
weather radar network, the lightning detec-
tion network, as well as a range of weather 
stations from across South Africa and some 
islands. 

•

Several projects are afoot for developing digital 
libraries of these datasets, allowing for their 
integration with in-situ and airborne data. 
Weather data is integrated with social data, 
including population distribution, infrastructure 
and urban environments to provide 
impact-based forecasting (i.e. what the weather 
will do as opposed to what the weather will be).

The NRF regards Indigenous Knowledge 
Systems (IKSs) as a resource for “innovation 
and entrepreneurship”. The National Indig-
enous Knowledge Management System 
supports the processes and structures devel-
oped through the National Recordal System 
and is responsible for the recording, 
storing, management and dissemination of 
indigenous knowledge  

•

information. While DIRISA is working close-
ly with the DSI on hosting this system, there 
is a clear need to address the curation and 
continued maintenance of such data collec-
tions. Given their historical and cultural 
value, these data collections warrant recog-
nition as Big Data. 

Data generated through publicly funded 
research projects, such as the South African 
Research Infrastructure Roadmap and of the 
national research facilities, should be consid-
ered as Big Data, given their value and varie-
ty.
In general, scienti�c research data collections 
can be regarded as Big Data for several 
reasons. 
Novel techniques, technologies and manage-
ment processes are needed for research data 
to be collected, prepared and preserved in a 
manner that allows these resources to be 
discovered, shared, combined and mined 
beyond the con�nes of a given discipline.
In addition to the instances above, some 
government entities and departments, and 
research institutions are custodians of valuable 
datasets (e.g. weather, water resources and 
energy). While some may not be openly 
accessible, these assets warrant regard as Big 
Data for preservation and curation purposes.
A further aspect is that e-Science data and 
scholarly publications are stored and offered 
through digital libraries require management 
and data-oriented services, such as visualis-
ation and transformation. These resources will 
grow and their use will impose substantial 
computational and storage demands. An 
example of such growth is the generation of 
digital artefacts resulting from a joint project 
by the University of the Witwatersrand and the 
University for Fort Hare  to digitise hardcopy 
archives of the political struggle and the activi-
ties of liberation. Large volumes of data are 
generated through social media. 
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While the initial purpose of this data is not 
necessarily research, the combination of these 
datasets with other collections can provide 
valuable new insights and services. Social 
media-generated data do not necessarily intro-
duce storage requirements, but do impose 
computational requirements for analytical 
purposes. The provision of such computational 
resources to the public would eminently affect 
citizen science. As a demonstration of bene�t, 
the South Korean Big Data Strategy Centre and 
it’s Big Data Institute, public-private partner-
ships resulted in outputs such as optimised 
networks of only eight bus routes covering 49% 
of demand and the reduction of the water leak-
age rate from 79% in 1989 to 2.5% in 2014. 

The private sector, business and industry are at 
the forefront of monetising the Big Data phenom-
enon. A Gartner Survey shows that more than 
75% of companies are investing or are planning 
to invest in Big Data in the next two years [76]. 
The ICT and communications industries have 
been reshaped by Big Data, offering products 
and services that support both enterprise and 
individual deployment of Big Data management 
systems. 

distribution. Within business, in general, Big 
Data analytical results are used to achieve 
improved logistics and operational ef�cien-
cies.

In healthcare, IoT sensors provide data of 
vital health signs for remote clinical diagnos-
tics and can monitor patient medication 
individually in real-time monitoring systems. 
A single view of patient data enables loca-
tion-independent care; the analysis of 
disease patterns can provide predictive and 
preventative information; vaccine and 
antidote discovery is supported by machine 
learning modelling and simulation tech-
niques. other �elds. 

•

For water and energy utilities, the digitisation 
of sensors as IoT devices provides high-res-
olution real-time measurements of consump-
tion and, through advanced analytics, 
support the improvement of levels of 
ef�ciency within both the demand and 
supply sides of networks. Sensors in smart 
buildings and smart cities will be key Big 
Data providers.

•

media, banking institutions re�ne and 
individualise their services and identify 
security risks more accurately. 

In telecommunica�ons, media and entertain-
ment, Big Data transmission and analysis 
techniques enable the effective discovery 
and delivery of media content, allowing 
users to interact with media content across 
multiple platforms in a dynamic manner. 

•

In retail and wholesale, Big Data is used to 
increase productivity and ef�ciency, resulting 
in increased operating margins. Big Data 
affects retail in other areas, such as 
location-based marketing, in-store behaviour 
analysis, customer micro-segmentation and 
customer preference pro�ling. In general, 
personal sentiment and location data offer 
new value creation opportunities with appli-
cations across many forms of digital service 
delivery. This includes smart personalised 
routing, automotive telematics, mobile 
location-based services and geo-targeted 
advertising. 

In e-agriculture, data from, for example, 
on-board spectral cameras carried by 
drones, provide data that are useful for 
monitoring crop health and irrigation man-
agement if combined with other near 
real-time streams of data such as remote 
and in-situ sensory data, such as soil chem-
istry, weather patterns, new fertiliser tech-
niques and new strains of seeds. 

•

•

In e-Government, citizens can be provided 
with a more effective and holistic services 
ranging from education, transportation, 
medical, taxation, voter’s identi�cation to 
municipal services if a single view of the 
citizen can be engineered as a Big Data 
subject. 

•

There are many opportunities to advance the 
digital economy and address societal challeng-
es through Big Data research. 
Big Data technologies are transforming industry 
and commerce, and similar bene�ts prevail  for 
government in cost savings and more ef�cient 
delivery of services.
Big Data research would create additional value 
across all of the aforementioned areas. Such 
research will result in the development of man-
agement tools, data cleaning techniques, suita-
ble techniques for improving data integrity, 
improved methods for handling heterogeneous 
datasets, and improved analytics and visualis-
ation technologies for Big Data. There are also 
challenges that should be addressed. In many 
cases, data collections cannot be regenerated 
without incurring excessively high costs and, in 
other cases, they cannot be regenerated at all. It 
is essential to have the suf�cient infrastructure to 
preserve and extract greatest value from these 
resources. 

The bene�ts of Big Data are aptly demonstrated 
in research currently underway, to manage the 
novel Covid-19 pandemic. Countries such as the 
United States of America and China, and those 
in the European Union are using Big Data 
research to analyse and develop models that 
more accurately predict its spread and to devel-
op vaccines to counter this pandemic. The use of 
Big Data technologies can link collected informa-
tion about the incidence, geographic spread 
and use of resources for integrated data 
analytics.

The results of such analyses help authorities to 
quickly make more effective decisions to 
mitigate and manage this pandemic. A signi�-
cant bene�t of research Big Data lies in the 
quest for vaccines and improved therapeutic 
treatments for Covid-19. 

19 20

Intelligent transport management systems 
can monitor and control transportation 
networks and alleviate traf�c congestion 
using a variety of data sources and the IoT. 
Big Data technology drives ef�ciencies in 
mapping and route planning with enhanced 
potential to reduce CO2 emissions

•

In manufacturing,  processes rely on Big 
Data provided through IoT to automate and 
individualise manufacturing. Results of 
predictive modelling of demand are used to 
re�ne just-in-time production schedules and 
precisely target production and effective 
distribution. 

•

In finance and insurance, Big Data can be 
used to identify exposure in real time across 
a range of �nancial instruments. Predictive 
analysis of both internal and external data 
results in better, proactive management of a 
wide range of issues from credit and 
operational risk (e.g. fraud and reputation-
al risk) to customer loyalty and pro�tability. 
By combining their customer transactional 
records with publicly available social 

•
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High performance computing resources are used for simulations to research and develop pharmaceuti-
cal compounds that may result in effective treatments of this disease. Some of the Covid-19 Big Data 
projects supported by NICIS are summarised in Table 1.
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Table 1: Some of the Covid-19 projects supported by NICIS

Project name, collaborators Description Outcomes, impact

SADC Covid-19 Collaboration

NICIS, DSI, SKA, ISC -Intelligence 
in Science, AERAP

Data Science capacity in 
Africa and synergies on 
initiatives for collaboration 
to respond to Covid-19.

An ICT platform that SADC 
countries can use to share 
data. NICIS to host the 
platform.

CMORE DASHBOARD
NICIS, CSIR  NextGen Enterprises 
and Institutions

A platform used by 
government to monitor the 
evolution of Covid-19 cases 
across the country.

Mobile Data for Movement 
Tracking
NICIS, NextGen Enterprises and 
Institutions, DPSS

Determine patterns of 
movement using anonymous 
mobile data.

The tracking of movement 
between regions. In the 
long term, used for tracing 
(compliant with legislation).

A dashboard that provides 
Covid-19 statistics for the 
country.

Online Learning Support for DHET
NextGen Enterprises and 
Institutions, state-owned 
enterprises 

Provide online learning 
connectivity access for 
DHET students, while they 
are at home. 

Facilities, mobile coverage 
and students’ location. 
Solutions for connectivity to 
enable student access.

Therapeutic Solutions
National Institute for Communica-
ble Diseases, university 
researchers

Modelling and simulation of 
therapeutic solutions.

More effective therapies for 
Covid-19.

5 THE BIG DATA ECOSYSTEM AND NATIONAL LANDSCAPE

The scope of this strategy is limited to research 
Big Data and directed at realising the econom-
ic, social, scienti�c and industrial bene�ciation 
potential of Big Data. This strategy serves, 
�rstly, to inform and guide decision-makers in 
the national research Big Data ecosystem. 
Secondly, it provides the private sector with a 
view of national priorities for research Big Data, 
allowing business and industry to collaborate 
more closely in support of national goals, and it 
provides industry access to research capacity 
and human capital and skill sets at research 
institutions. The research and innovation objec-
tives align with and support strategic agendas, 
serving to inform decision-making, investment, 
policy formulation and the planning of initia-
tives related to research Big Data.  This strategy 
is impacted by national priorities, global trends 
and local initiatives that are key drivers of Big 
Data. Big Data introduces a set of challenges 
that are not altogether new. However, the scale 
and complexity raised by these challenges pose 
new problems across technical,

managerial and governance domains. Big 
Data ecosystems form in different ways around 
organisations, communities and within or 
across sectors. Examples of sectoral ecosys-
tems are healthcare, �nance and manufactur-
ing and each of these interleave with the 
domains mentioned in unique ways. The bene-
�ts of sharing and linking Big Data across 
domains and sectors are clear. Initiatives such 
as smart cities are demonstrating how different 
sectors can maximise return. The cross-fertilisa-
tion of stakeholders and datasets from different 
sectors is an important key element to achieve 
such optimal value. A vibrant ecosystem, com-
prising key stakeholders and actors with a 
common perspective of strategic goals, is a key 
element of an enabling environment to realise 
the bene�ts of research Big Data. The catego-
ries of actors in a Big Data ecosystem include 
data custodians, data stewards, technology 
providers, end users, researchers and academ-
ia, regulatory bodies and investors. These are 
grouped into actor and stakeholder categories 
in Table 1. 

Owners and sponsors Government ministries and public agencies investing in 
Big Data research (DSI, DHET, the Department of Trade, 
Industry and Competition (dtic), NRF, Technology Innova-
tion Agency (TIA), Department of Environment, Forestry 
and Fisheries (DEFF))

Users Researchers within research communities, research infra-
structures, national research facilities, academia, science 
councils and agencies (SANSA, SAEON, iThemba Labs, 
SAWS, etc.)

Category Description (with some examples)

21 22
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These actors and stakeholders may also be 
represented at different national, provincial and 
local strata of government; SOEs and other 
supported entities. In the private sector, business 
and industry have important roles such as 
providers, bene�ciaries and collaborators. 
The academic sector has a vital function in 
advancing the frontiers of knowledge in Big 
Data, and in developing the skills and expertise 
needed to apply this knowledge for societal 
bene�t. 

The European Commission regards a successful 
Big Data ecosystem as “stakeholders interacting 
seamlessly within a Digital Single Market, lead-
ing to business opportunities, and easier access 
to knowledge and capital”. From a national 
context, three main actors are key: public sector 
organisations, i.e., governmental and supported 
entities, determine national imperatives and 
priorities that are conventionally expressed 
through policies, strategies and frameworks. This 
actor is depicted as “Strategies” in Figure 7.  

Strategies

NDP, ICT 
Roadmap,…

Key RDI activities

SKA, SARIR,…

Big Data

NICIS

Figure 7: Main actors in national Big Data ecosystem

Joint venture partners Industry and business, science councils, academia, 
government

Strategic projects SKA, SARIR

Bene�ciaries Civil society and industry (private and public sectors)

Table 2: Categories of stakeholders in Big Data

Research councils, higher education institutions (HEIs), 
national research facilities, government departments and 
entities

Regulators and governors Policy makers and legislative bodies (e.g., NIPMO) and 
data stewards ensuring that Big Data is utilised in a compli-
ant and ethical manner

Educators and trainers HEIs, TVET colleges

Cyberinfrastructure and service 
providers

NICIS, HEIs, research institutions, science councils, industry 
and business, national research facilities of the NRF, 
SARIR RIs

Big Data custodians and stewards

The stakeholders of a Big Data strategy range 
from the research community, funding agen-
cies, business and civil society, to national and 
local government agencies involved in technol-
ogy innovation and policy-making. 

Their engagement will help marshal their partic-
ipation in and contribution to the implementa-
tion of a strategy. 

The roles of some key stakeholders, as listed in 
Table 3 (in no speci�c order) are taken into 
account. This list may be non-exhaustive and 
would be adapted as new stakeholders are 
identi�ed. Government departments and their 
supported entities that invest in Big Data, as 
well as representative organisations of academ-
ic and research institutions are notable groups. 
Speci�c instances of some are universities, 
research councils, the DCDT, the Presidential 
Commission on the Fourth Industrial Revolution, 
the NRF and NICIS. A structure is needed to 
represent at least the following key 
stakeholders:

Organisations that are Big Data custodians or 
that conduct Big Data research are indicated as 
“Key RDI activities” in the same �gure. While 
the SKA is the predominant Big Data initiative, 
other activities such as the national space initia-
tive managed by SANSA, research in high-en-
ergy physics, climate change, bioinformatics, 
the paleo sciences and humanities, are also 
relevant. While the private sector may provide 
opinions on cyberinfrastructure and services for 
Big Data, NICIS, as the third actor, would have 
a central role in this regard.

5.1 STAKEHOLDERS AND ROLES 

DHET, informing research and educational 
interventions for Big Data HCD; and 

•

NICIS as the national cyberinfrastructure 
provider and coordinating the implementa-
tion of a Big Data strategy. 

•

DSI, guiding policy development and cohe-
sively linking with other national strategies 
and activities, and developing a sustaina-
ble Big Data investment plan; 

•

The NRF and TIA, supporting and imple-
menting R&D and innovation strategies, 
funding, research development and 
support;

•
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Stakeholder

Role 

DCDT Strategic alignment with policy frameworks and ICT 
strategy 

PPC4IR Strategic alignment with 4IRPC mandate and national 
strategies and supporting the digital economy 

Department of Public Service and 
Administration 

Public services, frameworks and norms that regulate the 
ethical use of Big Data 

Department of Trade and Industry 
and Competition (dtic, merged into 
Economic Development 
Department (EDD))

Industrial and international Big Data development and 
innovation; the digital economy 

Government IT Of�cers Council Alignment with, and support of the implementation of 
ICT strategies

SITA Public sector ICT services; governance of research Big Data 
in the public domain

Statistics South Africa Custodianship of public census and survey Big Data; 
norms and standards for the ethical use of Big Data

Department of Women, Youth and 
Persons with Disabilities 

HCD and transformation

 EDD 4IR, Digital economy and social economy  

Government Communication and 
Information Systems 

Intergovernmental coordination of Big Data R&D 

 Department of Water Affairs Custodianship of research relevant public big data

Department of Health Big Data custodianship; R&D

Stakeholder

Transformation and HCD for Big Data R&D in the 
academic sphere

South African Quali�cations 
Authority 

CHE Higher education and training – capacitation of 
universities and colleges

Universities, training and R&D programmesUSAf 

SKA/SARAO Big Data cyberinfrastructure; R&D

Big Data custodianship; R&DiThemba Labs

Water Research Commission Big Data custodianship; R&D

Big Data custodianship; R&DMedical Research Council 

Council for Geoscience Big Data custodianship; R&D

Big Data ethics and governanceHuman Sciences Research Council 

NRF and national research facilities HCD and R&D 

Big Data custodianship; R&DSAWS

ARC Big Data custodianship; R&D

Big Data custodianship; R&DDEFF

National Disaster Management 
Centre (NDMC)

Big Data custodianship; R&D

Table 3: Stakeholder roles in the Big Data ecosystem
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6 VISION AND STRATEGY

We envision a Big Data ecosystem, deriving 
from large, historic and diverse datasets, 
knowledge that leads to innovation and accel-
erated socioeconomic growth and that, in 
turn, positions South Africa to be more 
competitive in the 21st Century Big Data 
economy.

Inclusivity (Engagement). There is construc-
tive engagement with all key stakeholders 
and bene�ciaries in the implementation of a 
Big Data strategy. Funding, custodial, 
research community, important national 
projects and private sector are represented.

•

Privacy. Policies regulate the ethical use of 
Big Data and preserve the privacy of 
individuals as represented in Big Data and 
data in general. 

•

Infrastructure.  NICIS serves as the Tier 1 
platform in a sustained manner, for Big 
Data initiatives and collaborates with other 
infrastructures used for specialised Big Data 
projects.

•

FAIR.  Data generated using public funds 
should be “as open as possible and as 
closed as necessary”, in order to support 
�ndability, accessibility, interoperability, 
and reusability. 

•

HCD. Develop the next generation of R&D 
expertise and skills to extract and exploit, 
for innovation purposes, knowledge from 
Big Data and to advance the frontiers of Big 
Data science

•

The crux of this strategy vests in collaborations 
that stretch across the RD&I lifecycle from basic 
research to the operationalisation of research 
outcomes, with a focus on relevant and emerg-
ing topics. Capacity development must form an 
integral part of such activities. The following 
vision is aimed at deriving greatest bene�t from 
the many rich and diverse sources of Big Data. 

This strategy should comply with several core 
values, in order to realise a vibrant Big Data 
ecosystem. Put differently, these requisites are 
essential for the successful implementation of 
this strategy. A set of principles underpins and 
guides the successful achievement of this vision: 

Governance. There are clearly de�ned roles 
and responsibilities for the actors in the 
governance of Big Data. Governance struc-
tures oversee and promote coordination 
across Big Data activities. 

•

6.1 STRATEGIC OBJECTIVES

The following strategic objectives, set to 
achieve the vision of this strategy, are presented 
in some detail:

Cyberinfrastructure.  Provide a sustained 
and advanced national cyberinfrastructure 
with allied services that enable and support 
Big Data RD&I.

•

Collaboration.   Foster a thriving and collab-
orative ecosystem of Big Data RD&I that 
links government, academia and the private 
sector.

•

Data Governance.   Develop and adopt 
standards and policies supporting the prac-
tices of Open Data and Open Science 
principles and ensuring compliance with 
privacy, ethical and legal regulations

•

Overarching coordination.  Maintain an 
overarching and coherent national 
approach to investments in Big Data initia-
tives and activities.

•

Figure 8: Convergence of technologies with Big Data

6.2 OBJECTIVE 1: HUMAN 
       CAPITAL DEVELOPMENT

Develop next-generation R&D expertise and 
skills to derive and exploit knowledge from Big 
Data and advance the frontiers of Big Data 
science
It is important to recognise that Big Data capa-
bilities are the competencies for the next gener-
ation of information and communications tech-
nologies. These competencies support digital 
transformation and are needed to develop the 
tools and services for South Africa to respond 
competitively to disruptive opportunities such as 
the 4IR and future technological developments. 
A capable cadre of scientists, technologists and 
engineers is needed to positioning South Africa 
to partake as a producer, rather than as a 
consumer, of 21st Century technologies. 

Petabyte and exabyte volumes of data will 
become more conventional and new computing 
and data analytics technologies will emerge to 
deal with these scales of data. Much innovative 
research in topics, such as deep learning will 
be needed to manage interconnected reposito-
ries of structured, unstructured and fast data. 
Managing the convergence of technologies 
such as the IoT, Cloud, “Smart” technologies, 
Cognitive systems, Cyber-physical systems and 
Array (noSQL) databases with Big Data (e.g. 
Figure 8) requires a new breed of student, 
researcher and practitioner. 

Given the complexity of Big Data, there are key 
roles for metadata, persistent identi�cation of 
datasets, and visualisation to communicate 
insights easily. There is a need for further 
research and innovation to provide timely and 
defensible results from opaque systems. This will 
require multiuser, multi-stakeholder engage-
ments that are equipped with the necessary 
collaborative environments and tools. 

Existing algorithms may not run in acceptable 
timeframes and users may rely on tools deliver-
ing Approximately Correct and Acceptable  
solutions. A new class of algorithms is needed 
to deal with the volume and speed at which 
data must be processed. While Analytics is 
often presented as the central topic, the lack of 
capability prevails across the entire Big Data 
R&D lifecycle. 

Large-scale data management, acquisition, 
storage, processing, analytics, visualisation 
and secure transmission knowledge extend 
beyond traditional data science curricula. A 
concerted and focussed effort, that involves 
academia and research councils, should be 
made to rapidly grow the number of practition-
ers and researchers in the Big Data sciences. 
Many academic institutions are introducing 
programmes aimed at redressing this situation. 
However, this strategy must include an explicit 
and high priority target to fast-track the develop-
ment of requisite skills and expertise. 

Interventions that align postgraduate and 
post-doctoral programmes with collaborative 
research projects are needed to develop algo-
rithmic solutions capable of dealing with the 
scale and complexities of Big Data. Ongoing 
initiatives, such as the National e-Science 
Postgraduate Teaching and Training Platform, 
should be extended along two directions – verti-
cally, into a contiguous pipeline from 
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6.3 OBJECTIVE 2: 
       CYBERINFRASTRUCTURE 

Core technology infrastructure is a key next-gen-
eration capability for Big Data. There has been 
signi�cant recent investment in high-end com-
puting resources with the deployment of the 
petascale Lengau high performance computer 
located at the CHPC. However, existing compu-
tational, data storage and transmission resourc-
es are already oversubscribed, demonstrating 
the acute shortage of these resources. The 
planned upgrade to ten peta�ops could cater 
for immediate need though will unlikely accom-
modate future computing needs. A range of 
computer system architectures is required to 
serve a wide range of application require-
ments. Large system con�gurations with 
high-speed network interconnects and deep 
storage hierarchies are required to interactively 
process large-scale and high-speed data. 
Entities with strict operational obligations such 
as SAWS may still need in-house capacity for 
operational purposes, while systems such as 
those hosted by CHPC can be used for research 
purpose. 
Dedicated networks are needed to transport 
large volumes of scienti�c data generated at 
experimental facilities (such as the Large 
Hadron Collider at CERN and the SKA), to 
distributed computing resources for analysis.
Data management bottlenecks can occur at 
almost every stage of the work�ow, including 
capturing data from an experimental or comput-
ing facility, transporting it for further analysis, 
analysing and visualising the data, as well as 
�nding appropriate environments for sharing 
data. A range of large-scale system architec-
tures is needed to cater for a diverse combina-
tion of computer-, data- and communications-in-
tensive applications. 

Sophisticated hardware and tools are needed 
to organise data into human- and 
machine-readable summaries in a timely fash-
ion.

Some of these environments are characterised as 
cyber-physical systems because they integrate 
the computational paradigm with physical com-
ponents. Cyberinfrastructure should also support 
the management and analyses of vast amounts 
of data of real-time data streams from IoT as a 
rapidly emerging source of Big Data. The bulk of 
Big Data is generated from three primary sourc-
es, namely, social data, machine data and trans-
actional data. Social data are uploaded by 
humans through media platforms such as Twitter, 
Facebook and Instagram and, while not primari-
ly for research, have signi�cant potential value 
for this purpose. Machine-generated data are 
generated primarily by electronic devices such 
as sensors and computers. Data from this type of 
equipment constitutes the bulk of primary 
research data. Transactional data are generated 
mainly through business and �nancial activities.  

New software technologies for handling the 
breadth and scope of data from these sources 
will be essential for many Big Data applications. 
Beyond the hardware equipment, it is also 
necessary to deploy technologies such as 
cloud-based platforms that provide the environ-
ment for users to ef�ciently utilise cyberinfrastruc-
ture for Big Data analysis. One critical technolo-
gy component is named Entity Identi�cation.

With the proliferation of IoT sourced-data, it is 
crucial to persistently identify the myriad of IoT 
devices, as well as the datasets they produce.

Some of the approaches, such as Hierarchical 
Storage Management, as well as Edge and Fog 
Computing, places the data strategically at point 
where they are available and processed at an 
optimal location. There is a need to design and 
strategically invest in the data infrastructure in a 
manner that will optimise the access, transmis-
sion and processing of data.  

Build and sustain world-class and relevant 
national cyberinfrastructure with allied services 
that enable and advance Big Data RD&I.
Big Data encompasses a range of data scenari-
os from large and rapid data streams to highly 
distributed and heterogeneous data-collection 
networks. Applications require high-perfor-
mance and complex processing with fast access 
to large repositories and archives of possibly 
distributed stored data. Big Data applications 
must deal with data from multiple sources that 
may be heterogeneous in various ways. 

Baccalaureate to post-doctoral levels, and 
horizontally across disciplines from science, 
engineering and technology, to the humanities, 
education, health and the social sciences. 

A concerted effort should be made to capaci-
tate HDIs to ensure that they are not left behind. 
This can be achieved by ensuring that all 
funded Big Data projects require that a signi�-
cant portion of HCD be directed at cultivating 
greater expertise at HDIs. Awareness and skills 
migration tutorial events for supervisors, 
research staff and postgraduate students (e.g., 
pre-doctoral workshops) can be developed in 
collaboration across faculties and departments. 
Certi�cation (such as the e-Science Master’s 
degree) and other incentives should be provid-
ed for re-skilling and up-skilling academia and 
researchers on Big Data science. 

More consortia modelled on NEPTTP, straddling 
universities and universities of technology, 
should be established for training in the scienc-
es, application and entrepreneurship of Big 
Data. Universities such as Sol Plaatje should 
bridge the gap between secondary and tertiary 
levels with programmes in the application of 
Big Data technologies in other disciplines, as 
well as in the development and support of the 
technologies underpinning the use of such tech-
nologies. The offerings of mathematics, comput-
er science, and other relevant departments at 
universities should be combined in programmes 
that effectively address Big Data in its own 
right, and as a component of Data Science. 
Combined funding schemes should be 
arranged for academic training, reskilling or 
cross skilling across universities, universities of 
technology and TVETs. Big Data projects, such 
as the SKA, and those within SARIR are �tting 
incubators of skills that are applied to other 
domains. 

Given the constraints in �nancial resources 
within the NSI, a collaborative effort of draw-
ing on the skills available within the country to 
form a virtual or centralised institute that will 
deal with all aspects of Big Data is necessary. 
The role of the recon�gured and reconstructed 
National Institute of Theoretical and Computa-
tional Sciences (formerly the National Institute 
of Theoretical Physics) is an appropriate model 
to establish an institute to oversee advanced 
research and the development of skills and 
expertise for the country. This institute can be 
managed as part of the HCD pillar of NICIS. 
Close collaboration should be achieved with 
industry in developing skills-building 
programmes such as IBM Digital Nation 
Africa, BCX Data Science and Dell ICT Acade-
my. 

Technology transfer should be explicitly 
de�ned in this context and NICIS, together with 
consortia such as ILIFU and the SA-CERN 
consortium, should expand opportunities for 
much closer collaboration with industry. 
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An example would be Big Data Innovation 
Hubs., i.e., centres supporting Big Data-based 
needs of different ministerial departments. 

Support for and collaboration with SMMEs by 
universities, research councils and industry will 
increase the likelihood of their success and 
sustainability. Business companies should be 
encouraged and incentivised to set up innova-
tion centres that engage government and 
academia. There should be joint solicitation by 
government and industry for research projects 
to leverage Big Data for the public good. One 
instance could be the combination of IT compa-
nies with universities, the SAWS, NDMC, 
SANPS and CSIR, together with some universi-
ties, to research and develop bespoke solutions 
on the NICIS cyberinfrastructure. Another exam-
ple would be the formation of Big Data Innova-
tion Hubs (BD Hubs) together with NICIS and 
SKA-SA that focus on grand science challenges 
and help determine the datasets, analysis tools 
and interoperability requirements necessary in 
achieving key national priority goals. A further 
example of collaboration across the public, 
private and academic sectors is the involvement 
of HEIs and academic hospitals with insurance 
companies and medical aid companies to 
develop innovative health solutions. 

Further a�eld, collaboration with other coun-
tries on projects that stretch beyond national 
borders, such as an Open Research Cloud (a 
Big Data research commons) would foster inter-
operability and provide long-term sustainability 
of such platforms. Shared test bed infrastruc-
tures will help maximise the value of invest-
ments, and the sharing of knowledge and 
resources that would otherwise remain isolated 
within a particular country or agency.

The national (Tier 1) and regional (Tier 2) data 
nodes can provide platforms for Big Data 
Research Hubs in support of collaborative 
‘triple helix’ programmes. Such centres can 
provide “R&D test beds” and “sandboxes” with 
low barriers of access, enabling the research of 
tools and services that support innovation and 
the digital economy. 

A programme supporting combined capabili-
ties for research would allow for quicker 
production of results that yield relevant prod-
ucts and services.
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To address the challenges of Big Data, there 
should be sustained and increasing investments 
in infrastructure for large-scale data collection, 
management and analysis. An appropriate mix 
of large-scale computational, storage and data 
transmission technologies, together with suita-
ble digital environments should be deployed 
and maintained, in order to provide all users 
with the necessary tools to convert Big Data to 
actionable insights.

In order to determine an optimal ICT infrastruc-
ture nationally, it would be necessary to deter-
mine Big Data requirements across research 
infrastructures and other priority R&D initiatives. 
A roadmap should be developed to build a 
well-coordinated national cyberinfrastructure 
that encompasses signi�cant activities and 
investments. This activity forms part of the role 
of NICIS that should play a leading role in coor-
dinating this effort. Key stakeholders and major 
players should be fairly represented in advisory 
and steering structures, in order to achieve an 
effective and relevant national architecture for 
cyberinfrastructure. 

6.4 OBJECTIVE 3: COLLABORATION

In order to build local expertise and to become 
innovators and inventors, it is necessary to build 
systems from the ground rather than remain 
dependent on external resources. Collaboration 
is a key enabler for achieving a higher level of 
competitiveness and there are opportunities to 
leverage international relationships. However, 
several impediments to closer collaboration are 
recognised. While the shortage of skills and 
expertise is foremost, the lack of suf�cient cyber-
infrastructure and data policies is impeding 
accelerated progress. These hurdles can be 
addressed through a range of collaboration 
mechanisms from consortia arrangements to the 
sharing of resources such as cyberinfrastruc-
ture, skills and expertise. Consortia should be 
formed to collectively pool and synergistically 
utilise resources for Big Data science that 
address national questions for greater an accel-
erated impact. 
Many large datasets originate from industry 
and are not readily accessible due to the 
perceived potential loss of competitive advan-
tage when exposing such data publicly. These 
datasets contain information that can provide 
valuable insight into solutions that improve the 
quality of life of the public.

Transport and disaster mitigation are examples 
of services that can be improved when mobile 
phone locality information is combined with 
weather data. Mechanisms and incentives 
should be established to create opportunities to 
collaborate with government and industry by 
reducing bureaucratic hurdles for technology 
and data sharing. One such possible mecha-
nism is the creation of structures to coordinate 
collaborative projects across governmental, 
industrial and academic boundaries.  Such 
structures can also serve to create greater 
awareness, and advocate for the adoption of 
Big Data research more broadly.

Foster a collaborative ecosystem of Big Data 
research and innovation that links government, 
academia, civil society and the private sector to 
leverage the value of Big Data 
The Big Data ecosystem comprises business and 
industry, citizenry, government, academia and 
the research community. Flourishing Big Data 
PPPs delivering Big Data solutions are key 
outcomes of a successful strategy. Such 
cross-sector Big Data collaborations involving 
the research community, the general public and 
governmental agencies will contribute to a 
more prosperous socio-economic environment. 

6.5 OBJECTIVE 4: DATA 
       GOVERNANCE 

Adopt standards and policies supporting the 
practices of Open Data and Open Science prin-
ciples and ensuring compliance with privacy, 
ethical and legal regulations -
The value of data increases manifold when 
combined with other data sets or when repur-
posed for uses that differ from the initial 
purpose for which it was collected. Data that is 
easily discoverable for reuse and, when com-
bined with other multiple sources, provides 
more knowledge and greater insights than 
when used in an isolated and silo manner. 
Moreover, the roles and accountabilities of 
various actors involved in data – funders, 
owners, custodians, hosts, end users and policy 
makers – should be clari�ed. 

The scale and heterogeneity of Big Data present 
signi�cant challenges in data sharing and for 
the preservation and protection of individual 
privacy, in particular. For example, it is possible 
to identify individuals by combining previously 
anonymised data sets. A further consideration 
for data, in general, is its previously unanticipat-
ed use. Combined with other independently 
collected datasets, the privacy and security 
implications of integration and repurposing or 
reuse are largely unexplored. 
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Many aspects of policy maintenance can be 
automated through rule-based authentication 
and access systems. Techniques are also 
needed for representing and processing meta-
data, i.e., the information about data that 
increase their value by making these resources 
more discoverable and reusable. 

Research is needed to develop and implement 
standards for Big Data along the entire value 
chain. In this respect, collaboration with interna-
tional Big Data forums and communities serves 
as benchmarking reference for sound Big Data 
practices. In general, different custodians may
have different applicable data policies some of 
which could be regulated by international 
guidelines. SAWS, for example, is a member of 
the World Meteorological Organization 
(WMO) and it follows resolutions of the WMO 
that require the exchange of essential data (for 
the safety of life and property) without any 
restrictive condition. However, the exchange of 
additional data may be subject to further condi-
tions.  

The economic bene�ts of Open Data have been 
outlined by several studies. One of these by the 
European Commission, forecasts the direct 
bene�ts of the reuse of public data resources as 
monetised gains, which include market transac-
tions realised in the form of revenue and Gross 
Value Added, the number of jobs in producing 
a service or output, and cost savings. Indirect 
bene�ts include time savings, knowledge econ-
omy growth and increased ef�ciency. Accord-
ing to this study, the cumulative direct market 
value within the European Union for the period 
2016 to 2020 is estimated at €325 billion  
[77]. The number of related jobs created is 
expected to increase by approximately 25 000 
over the same period.   

Other examples of indirect bene�ts are 5.5% 
fewer road fatalities and a saving of 629 
million hours.  For South Africa to gain similar 
bene�ts, the openness of data has to be advo-
cated and supported by policies on Open Data 
as an enabler of Open Science and innova-
tion.

As a matter of principle, data acquired or 
generated using public funds should be public-
ly available where feasible. Therefore, the 
DSI’s initiative to develop a national Open 
Science policy is a critical and necessary step 
to address these challenges and, consequently, 
reap the bene�ts of Open Data, Open Science 
and Open Innovation. Key principles for open 
research data should be embedded in the 
design of the software and even the architec-
ture of Big Data systems. 
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A mature and common understanding of these 
concepts is needed to help improve the integrity 
of use and of published results. Shared bench-
marks, standards and metrics are necessary to 
ensure that con�dential information remains 
secure and the use of data, in general, is 
ethically and legally sound. The POPI Act,  and 
the General Data Protection Regulation are 
aimed at protecting the privacy of the individu-
al, and have greater applicability for the case 
of Big Data.

In research, reproducibility is the ability to use 
data, techniques, and/or equipment to con�rm 
the same result as previously obtained. This is 
fundamental to the validation of results and 
conclusions drawn from data. Open access and 
visibility allow for peer audit of the results 
derived from data and fosters inter- and 
cross-disciplinary research. The NRF, as prima-
ry research funding agency, and technical 
journal publishers are interested in reproducibil-
ity. However, it is more dif�cult to implement this 
notion in a Big Data computing environment 
where datasets can be extremely large and 
constantly evolving. 
The cost of achieving Open Access should be 
recognised. A substantial effort involving an 
array of practitioners is needed to collect and 
transform data into formats that are readily 
useful. Ensuring con�dentiality, and maintaining 
the integrity and security of some data collec-
tions are interlinked with this process. Proprie-
tary Big Data analysis algorithms are used in a 
number of disciplines and national or group-li-
censing arrangements would reduce costs. 
Input should be provided to regulations such as 
the PoPIA to enable research use of personal 
data and opportunities arising the secondary 
use of should be leveraged. 

It is essential to promote the bene�ciation of 
nationally produced Big Data. Even in the 
humanities and social sciences, the digitisation 
of objects ranging from archaeological 
artefacts, to paintings and sculptures yields Big 
Data that hold opportunities to generate knowl-
edge that would not have been possible other-
wise. However, these resources pose challeng-
es in large-scale data management that should 
be addressed to ensure that our historical and 
cultural assets are well preserved. 

Research is needed to promote the transparen-
cy of data, in order to elevate the value of such 
data collections but also to understand and 
address the challenges of Big Data privacy, 
security, and ethics. New policies may be 
necessary to protect privacy and clarify the 
roles and responsibilities of various actors 
(owner, custodian, host, etc.) involved in the 
creation and use of Big Data. Techniques and 
tools are needed to help assess data security 
and to secure data in an increasingly cyber-at-
tack prone world.

Much effort involving a range of practitioners 
goes into the provision and management of 
data in general. This work is traditionally not 
acknowledged and new mechanisms are being 
developed for attribution. These so-called 
altmetrics can serve as a means of recognition 
for data publications in similar ways that tradi-
tional measures, such as citation and impact 
factors, are used for scholarly publication. This 
means of reward is an important mechanism for 
incentivising and rewarding Big Data contribu-
tions.

Further, to support the ef�cient investment of 
resources, standards and policies are also 
needed to measure the performance and cost 
effectiveness of Big Data systems. 

6.6 OBJECTIVE 5: OVERARCHING 
       COORDINATION AND 
       ADVOCACY

Maintain an overarching and coherent national 
approach to investments in Big Data initiatives 
and activities 
There is a variety of Big Data repositories, some 
being shared while others are not. Many of 
these facilities are hosted by public entities – 
universities, research councils, departmental 
ministries and parastatal organisations. Given 
the Open Access requirements by funding 
agencies such as the NRF and the increasing 
demand for data storage, many organisations 
are increasing or planning to increase and 
diversify their data repositories. 

The unwarranted duplication of resources pres-
ent possible inef�cient or wasteful use of scarce 
resources and a coordinated view of signi�cant 
budgets for Big Data infrastructure and activities 
would reduce this possibility. 
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•

Training interventions to re-skill existing 
researchers and scientists are also needed. 
The DHET’s staff development programme 
and the nGAP programme can be lever-
aged as implementation mechanisms for 
such programmes. 

Action 2:    Include a minimum HCD require-
ment in funded Big Data projects. Interven-
tions that align postgraduate to postdoctor-
al programmes with collaborative research 
projects are encouraged. Funding should 
incentivise collaborative rather than com-
peting research and be directed at R&D in 
the development of a confederation of 
cyberinfrastructure technologies. 

•

Action 3:  Together with companies and 
organisations, deploy Massive Open 
Online Courses that are freely available to 
the public, with incentives such as intern-
ships with businesses and entry to, and 
funded support for more advanced formal 
courses. This action can form part of the Big 
Data HCD plan. 

•

A coherent national structure incorporating 
various levels or tiers of cyberinfrastructure 
would reduce unwarranted and wasteful dupli-
cation of scarce resources. Such an architecture 
integrated with those for priority projects such 
as the SKA would foster collaboration and 
serve the needs of a wide range of stakeholders 
and applications. Research infrastructures, as 
intended by SARIR, can be extended to serve 
projects and initiatives with similar focus and 
should be integrated into the national cyberin-
frastructure. In order to achieve greater return 
and optimise investment, it is essential that Big 
Data initiatives and activities be coordinated at 
national level, across parastatal entities and 
including research institutions and academia.

A structure representing the interests of key 
stakeholders would serve in an overarching 
capacity and governance role to orchestrate 
and oversee strategic implementation, planning 
and national investment in Big Data. 

As in countries such as South Korea and the 
Netherlands, such an entity would ensure coher-
ent, focused and well-directed execution of a 
Big Data strategic plan.

NICIS, in its objective to coordinate national 
cyberinfrastructure, has an instrumental role in 
orchestrating the formation and management of 
such a structure within the RD&I domain. How-
ever, there would be key stakeholders beyond 
the scope of NICIS (such as other government 
entities) that would require an inter-ministerial 
level of governance.  

The Policy Intents of the 2019 DSI White Paper 
on Science Technology and Innovation [78] 
propose such policy intents that will enable 
ef�cient penetration of technologies developed 
from the NSI into government services, 

and this strategy supports the Policy Intents on 
enabling an innovation environment, and 
increased human capabilities in South Africa. 
Of particular relevance are the Policy Intents on 
expanding research outputs and transforming 
the research institutional landscape; transforma-
tion of the pro�le of the researcher base; 
improving the research system’s output of 
human capabilities; and upgrading and 
expanding research infrastructure priority areas 
for Big Data RD&I can be reviewed and re�ned 
jointly, policies and standards, roles and 
responsibilities for Big Data actors can be 
de�ned and implemented in a coherent 
manner. Some stakeholders may be 
unconvinced about the bene�ts of Big Data 
RD&I.  It is important to publicise the potential 
gains that can be derived and the risks of not 
engaging in Big Data R&D. 

Priority areas would largely be informed by 
related strategies, including the Policy Intents 
expressed in the 2019 DSI White Paper on 
Science, Technology and Innovation. The SA-EU 
Open Science Dialogue report recommends the 
establishment of an Advisory Board to provide 
foresight and guidance for the development of 
a national Open Science Policy to support the 
institutionalisation of Open Science, Open Data 
and data sharing. Big Data, being a substantial 
component of data, would naturally be within 
the scope of this effort. 

7 FRAMEWORK OF ACTIONS

Action 1:   Develop and implement a Big 
Data human capital development plan, in 
cooperation with NRF, DHET, academia 
and research councils, as a priority. The 
plan fast-tracks the development of requisite 
skills and expertise, including emerging 
areas of Big Data science and covers the 
pipeline from undergraduate to postdoctor-
al levels. It also takes into consideration and 
possibly extends ongoing activities such as 
the NEPTTP project and HCD activities form-
ing part of Big Data projects. 

A framework of actions for the implementation 
of this strategy is presented. These actions lift 
out the priority tasks linked to objectives and 
are guided by the principles presented above 
(Inclusivity, Privacy, Governance, Infrastructure 
and FAIR principles). The operationalisation of 
these actions, in terms of management, timeline, 
accountability and outputs, require further 
consideration and the detailed implementation 
of these actions would be guided by this 
strategy.  

7.1 HUMAN CAPITAL AND
       RESEARCH CAPACITY 
       DEVELOPMENT

A groundswell of new Data Science curricula is 
being offered at some institutions. Some courses 
are emerging at Master’s level, but programmes 
at undergraduate and doctoral levels are 
lacking. There is a need to develop specialist 
programmes focussing on the sciences, technol-
ogies and the management of Big Data, as well 
as ‘migration courses’ needed to train students 
from other disciplines in applying Big Data tools 
in their research. Support is also lacking for 
‘citizen science’ Big Data (such as the develop-
ment of mobile applications that leverage Big 
Data). 

7.2 CYBERINFRASTRUCTURE FOR
       BIG DATA

The Knowledge Triangle illustrates the interac-
tion among research, education and innova-
tion as key drivers of a knowledge-based socie-
ty [79]. Cyberinfrastructure is a pivotal enabler 
and NICIS has a key role in this context. The 
strategic objectives of NICIS include the estab-
lishment of a world-class national integrated 
cyberinfrastructure system supporting research, 
innovation and teaching, and positioning 
South Africa to partake and lead large-scale 
science projects [66]. 
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Action 13: Develop measures, so-called 
altmetrics, for acknowledging and incentiv-
ising Big Data contributions.

•

Action 14:  Harmonise current legislation 
that governs access to data with the promo-
tion of Big Data for research and make data 
available for re-use.

•
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roadmap to federate islands of cyberinfra-
structure and hence promote ef�ciencies 
and interoperability. The sustainability of 
national cyberinfrastructure should be 
explicitly addressed through the develop-
ment and implementation of business 
models and models of operation that 
ensures long-term funding for sustainability. 

Action 6:  Perform a benchmark study to 
identify user needs, to determine the current 
landscape of technology, expertise and 
skills. This information would inform a 
long-term strategy that can be developed by 
NICIS and which identi�es priority areas 
and high impact opportunities that would 
result in ‘quick wins’. Funding should be 
targeted at building and sustaining a capa-
ble cyberinfrastructure that would achieve 
outcomes requiring little more investment.

•

Action 5:  Develop a federated national 
cyberinfrastructure architecture framework 
as basis for increased and sustained invest-
ment. This framework should be developed 
by NICIS to guide the development of a  

•

Key actions toward realising these objectives 
are to upgrade the cyberinfrastructure compo-
nents and to foster the development of expert 
human capital for the application and provi-
sion of cyberinfrastructure. These objectives 
and actions naturally align with the objectives 
of this strategy and, within DIRISA,;the man-
agement of data is a key resource for research. 
There is a need to extend and upscale technol-
ogy infrastructure and deploy world-class Big 
Data platforms, in order to achieve a disruptive 
surge in Big Data innovation. NICIS is the locus 
for the provision of Tier 1 infrastructure in 
support of Big Data R&D and develop an over-
arching view of the national cyberinfrastruc-
ture. There is a further need for NICIS to be 
structured into a national institute for cyberin-
frastructure innovation and to coordinate all 
individual CI programmes, activities and 
projects under an overarching umbrella struc-
ture. The rationale for this institute is to achieve 
greater economies of scale by reducing dupli-
cation, and to harness synergies that may not 
be achievable through individual or siloed 
efforts. 

• Action 4:  Double the capacity of high-end 
cyberinfrastructure to accommodate 
research across all disciplines, and to serve 
as Big Data innovation hub as a publicly 
available infrastructure. Services such as 
federated identity management and Persis-
tent Identi�ers should be implemented to 
support FAIR use of data. The use of locally 
developed technologies should be encour-
aged to support the development of exper-
tise and local industry.    

Action 7:  Create opportunities to collabo-
rate with government and industry. One 
such possible mechanism is the creation of 
structures to coordinate collaborative 
projects across governmental entities, 
business and academic boundaries. An 
example scenario is Big Data Innovation 
Hubs – centres created through public and 
private sector investments to support the Big 
Data needs of industry, business and 
government. Encourage multinational coop-
eration on government’s terms to invest in 
Big Data hubs in the country and partner 
with government and academia. Tax incen-
tives or equity partnership under the dtic 
could be explored for this purpose.

•

Action 8:  Identify key stakeholders and a 
list of ‘�agship’ Big Data projects and 
programmes that are based on strategic 
priorities and needs, and that have greatest 
potential for success. These �agship initia-
tives serve as anchors for ecosystems of 
RD&I focused on particular industrial, 
business or technological domains. 

•

7.3 COLLABORATION

Action 9: Reduce bureaucratic hurdles for 
technology and data sharing by developing 
approved ‘standard templates’ for 
fast-tracking the negotiation of collaborative 
projects among business, academia and 
research councils. Arrangements for intel-
lectual property sharing, non-disclosure and 
funding should have a minimum number of 
constraints. 

•

Action 10:  Incentivise triple helix (universi-
ty-industry-government) Big Data partnerships 
and support the sustainability of SMMEs 
through reward and the provision of cyberin-
frastructure through a national Big Data 
institute or Big Data Innovation Hubs. A 
programme supporting the sharing of experi-
ences, results and capabilities locally and 
continentally would allow for quicker assimila-
tion.

•

Action 11:  Conduct a situational analysis of 
the prevailing state of (Big) Data govern-
ance and develop and implement stand-
ards, policies, frameworks and a code of 
conduct for Big Data stewardship and so 
promote the transparency of Big Data and 
regulate its ethical use. Since Big Data is a 
component of data, these efforts would form 
part of the development of a national Open 
Science policy based on the recently com-
pleted EU-SA Open Science framework. 

•

While NICIS has an overarching role in coordi-
nating the development of these functions, the 
input of domain experts and other key stake-
holders is vital to ensure that structures and 
processes appropriately support good govern-
ance and improved ef�ciencies. 

Action 12: Develop standardised proce-
dures to classify data (in terms of sensitivity 
and con�dentiality) and make publicly 
funded data available as open data by 
default. This action is a natural progression 
of the NRF’s Open Access statement.

•

7.5 OVERARCHING COORDINATION 
       AND ADVOCACY

7.4 DATA GOVERNANCE

Trends towards Open Data and Open Science 
and Open Innovation have implications for the 
ethical use of data. While there are increasing 
degrees of acceptance of the FAIR principles, 
the impact of these principles on privacy is 
more severe for the case of Big Data. Given 
technologies such as machine learning and 
high-end computers, it has become more 
dif�cult to guarantee privacy and security. The 
accountabilities and practices of the different 
actors involved in the creation and use of Big 
Data need to be clearly de�ned. 

Data, in general, is an infrastructural asset and 
is necessary to manage and maintain these 
resources, As such, overarching governance 
would help achieve greater return of investment 
in Big Data. 
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Action 17:  Formulate a plan to for advocate 
the national value proposition of Big Data 
R&D. This plan should include stakeholder 
engagement to attract international invest-
ment and to stimulate the development of a 
thriving ecosystem of collaborative Big Data 
communities. 

•

Action 18:  In line with the recently 
published S&T White Paper, establish an 
inter-ministerial departmental coordination 
structure to ensure that governance over-
sight is implemented at the highest level. 

•

The proposed actions will require substantial 
commitments over an extended period of time. 
Such investments can be directly related to 
indicators of success as contemplated in the 
following section. 

Action 15:  Establish an overarching struc-
ture that represents key stakeholders to over-
see and review the implementation of a Big 
Data strategy and prioritise investments 
across all implementing agents. This struc-
ture can be an extended function of the 
NICIS Steering Committee, since NICIS 
would have a pivotal role as implementing 
agent. This structure can also share informa-
tion and harmonise activities related to 
other related activities such as education 
and training, and research funding.

•

A coherent view of signi�cant budgets for Big 
Data infrastructure and activities would reduce 
unwarranted or wasteful duplication of scarce 
resources. Such a structure would have sight of 
related activities such as the Open Data and 
Open Science initiatives, and of key strategic 
focus areas. In addition to a governance struc-
ture, the current framing of objectives will also 
lead to the establishment of further structures or 
forums. These entities will include stakeholders 
with focus on particular aspects of this strategy, 
such as HCD, collaboration and data govern-
ance. 

Action 16:  Establish structures that focus on 
speci�c objectives of the strategy and 
include key stakeholders involved in that 
aspect. Working Groups or Task Teams 
subordinate to an overarching structure can 
prioritise, chart out and oversee the imple-
mentation of an action plan focussed on 
achieving speci�c objectives. These groups 
would also ensure that activities are harmo-
nised with related activities such as those of
the DSI White Paper on Science and Tech-
nology and the Open Science Framework.  
Examples of such structures are, an HCD 
Working Group with representation from key 
stakeholders such as NRF, USAf, DSI, DHET, 
NICIS and SKA-SA; 

•

8 INDICATORS OF SUCCESS

Number and extent of successful local collab-
orative industrial Big Data projects that 
involve the use of cyberinfrastructure for Big 
Data;

•

Number of SMMEs active in developing and 
offering Big Data-based services and prod-
ucts;

•

Number of formally quali�ed researchers 
(Master’s, doctoral and postdoctoral) in Big 
Data programmes;

•

Level of participation and outputs measured 
in terms of altmetrics, including the number of 
openly accessible Big Data collections availa-
ble;

•

Number of new students enrolled in formal 
undergraduate Big Data study programmes; 

•

Number and diversity of Big Data research 

programmes offered by institutions; 
•

Number of Big Data-based services that are 
deployed by governmental institutions;

•

Recognition of South Africa in terms of 
number of Grand Science projects, interna-
tional partnerships and scientists attracted to 
South Africa;

•

Contributions to the transformation of the 
digital economy;

•

Contributions to building an enabling envi-
ronment for the 4IR;

•

Usage of Big Data for evidence-based deci-
sion-making, intervention and policy formu-
lation; 

Several indicators of the outcomes and impact 
of a Big Data strategy can be used to monitor 
and evaluate progress and achievement. These 
indicators should be speci�ed in more measura-
ble and quantitative terms:

and a Collaboration Working Group that has 
membership from NICIS, SKA, NRF, DSI, 
DEFF, DCDT and the DTI. Structures for 
inter-governmental department collaboration 
(e.g., between the DSI and DEFF for Earth 
observation data) should be lifted to the fore 
to ensure greater synergy in achieving objec-

Availability and provision of analytical capa-
bilities for Big Data at advanced and virtual 
cyberinfrastructure centres;

•

Legislation protecting privacy and ensuring 
security, harmonised with open data and 
open science principles (e.g., augmentation 
of PoPIA);

•

Adoption rate of open data and open science 
practices in Big Data research projects and 
programmes; and

•

Level of confederation of Big Data reposito-
ries and cyberinfrastructure (breaking silos of 
Big Data research projects and 
programmes). 

•

Using Big Data applications to address the 
triple challenge;

•

9 CONCLUSION

Big Data has fundamentally changed the land-
scape of research and business, and the bene-
�ts to be gained from Big Data are extensive 
and far-reaching. Conversely and more crucial-
ly, South Africa will miss a unique opportunity to 
disruptive increase the pace of developing a 
knowledge economy if no explicit and concert-
ed effort is made to leverage the Big Data 
phenomenon in a prompt and decisive manner. 

The impact of this strategy is demonstrated by 
Figure 9. Skilled and expert human capital, 
suf�cient technology infrastructure and invest-
ment together with key stakeholder commit-
ment, comprise the ecosystem for achieving the 
bene�ts of research Big Data. This enabling 
environment is achieved through concerted 
efforts to deploy appropriate cyberinfrastruc-
ture, develop skills and advance expertise, 
developing standards and policies to govern 
the utilisation of research Big Data, and advo-
cating the conduct of Big Data research. The 
outputs of these activities include the implemen-
tation of policies and frameworks for research 
Big Data, provision of advanced cyberinfra-
structure, well-coordinated human capital devel-
opment programmes from graduate to post-doc-
toral levels – all of which are integrated into 
collaborative ‘triple P’ research projects and 
programmes addressing relevant and Grand 
Science challenges.  The outcomes of these 
outputs include sound and open research Big 
Data governance, leading expertise and skills, 
advanced and relevant Big Data science, and 
the realisation of national strategies and maxim-
ised return on Big Data investments.
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(b) Derive knowledge from data, infrastructure 
to curate and serve data; and 

(c) Leverage sensing for decision support and 
improved situational awareness. Education 
and workforce development has a high 
priority with health, energy, defence and 
earth system science being key domains. 

The initiative is a response to recommenda-
tions by the Presidential Council of Advisors 
on Science and Technology report on Big 
Data in May 2014. While the report 
emphasised Big Data as a driver for unprec-
edented socioeconomic progress, serious 
concerns were raised with regard to priva-
cy and ethics. Five pertinent areas are 
addressed by the strategy:

• Preserving privacy values by protecting 
personal information in the marketplace;

• Recognising particularly publicly supported 
schools for using Big Data to enhance learn-
ing opportunities, while protecting personal 
data usage and building digital literacy and 
skills;

• Preventing new modes of discrimination that 
some uses of Big Data may enable;

• Ensuring responsible use of Big Data in law 
enforcement, public safety, and security; and 

• Harnessing data as a public resource to 
improve the delivery of public services and 
investing in research and technology.

 The impact of these outcomes will be evident in the achievement of NSI and NDP goals, 
world-class Grand Science, innovation supporting the knowledge- and digital economy, 

accelerated socioeconomic development and a globally competitive industry. 

Figure 9: The impact of this research Big Data strategy

These collaboration models present eminent 
opportunities to develop a knowledge economy 
and derive societal bene�t from Big Data.  A 
national Big Data strategy for research, devel-
opment and innovation encapsulates and codi-
�es the pivotal role of research in the ‘knowl-
edge triangle’ to support evidence-based deci-
sion making and policy development for an 
accelerated transition to a knowledge- and 
digital economy; rapid development of 
required skills and expertise; implementation of 
enabling infrastructure; and the establishment of 
regulatory and governance requirements.  

ANNEXURE A: BIG DATA 
STRATEGIES OF SOME COUNTRIES

The United Nations and several international 
organisations surveyed the potential Big Data 
for the developing world [74]. The World 
Economic Forum in Davos characterised Big 
Data as a “currency for new economic develop-
ment” and the Organisation for Economic 
Co-operation and Development adopted the 
"evaluation of the economic bene�ts of Big 
Data" as part of their agenda for the Working 
Party on Indicators for the Information Society.

Developed and developing countries, together 
with industry, have recognised the challenges 
and opportunities intrinsic in Big Data and, to 
this end, have implemented strategies and com-
mitted substantial investments to leverage the 
potential of Big Data. Some responses and 
strategic initiatives are considered.

UNITED STATES OF AMERICA

• Advance state-of-the-art core technologies 
needed to collect, store, preserve, manage, 
analyse, and share huge quantities of data;

• Harness these technologies to accelerate 
the pace of discovery in science and engi-
neering, strengthen national security, and 
transform teaching and learning; and

• Expand the workforce needed to develop 
and use Big Data technologies.

In March 2012, the United States government 
committed $200 million to a Big Data Research 
and Development Initiative. The aims of this 
initiative are to:

(a) Manage, extract, analyse and visualise 
useful information from large and diverse 
data sets;

Funding is targeted at advancing core scienti�c 
and technological means to: 

The US National Institute of Standards and Tech-
nology (NIST) leads the development of the NIST 
Big Data Interoperability Framework through the 
NIST Big Data Public Working Group to develop 
consensus de�nitions, taxonomies and secured 
reference architectures for a vendor-neutral, 

The impact of seizing the opportunities provid-
ed by research Big Data lie in positioning South 
Africa to develop a less resource-based econo-
my and to participate as a producer rather than 
a consumer of Big Data outputs. The primary 
challenge is the lack of expertise and skills. This 
lack extends across the scienti�c, technological 
and management domains. Although business 
and industry are capitalising on the Big Data 
phenomenon, they are hamstrung by the short-
age of competent and skilled scientists, engi-
neers and technologists. Some industries (e.g., 
IBM and Intel) are pursuing quadruple helix 
partnerships in which civil society joins with 
academia, business and the government sector.
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Technical projects     address speci�c Big 
Data-targeted aspects that have technical 
priority.

•

Cooperation and coordination projects      
foster international cooperation for 
ef�cient information exchange and coor-
dination of activities.

•

UNITED KINGDOM (UK)

A strong skills base, able to manage, ana-
lyse, interpret and communicate data;

•

A strategic plan for data infrastructure 
across the country;

•

The vision of the UK government is “to become 
a world leader in extracting insight and value 
from Big Data for the bene�t of citizens, 
consumers, business and academia, the public 
and private sector”  through:

Human capital:   : a strong skills base able 
to manage, analyse, visualise and interpret 
Big Data;

•

Tools and infrastructure: available to facili-
tate the storage and analyses of data for 
collaborative R&D; and

•

Their strategy is underpinned by a strong policy 
framework that protects and empowers individu-
als and supports innovation and growth – with 
government as an exemplar of best practice and 
with science as a key driver of this capability. 
The UK Data Capability parastatal agency 
committed £189 million to Big Data and estab-
lished an E-infrastructure Leadership Council to 
advise government on infrastructure and skills 
needed to leverage Big Data opportunities (UK 
Govt 2013). In support, the Open Data Institute 
has been established and more than 10 000 
public datasets have been published. The strate-
gy was produced in partnership with industry 
and academia and highlights several key 
aspects:

Data as an enabler:  the 
ability of consumers, businesses and 
academia to access and share data secure-

•

Build capability in the commercial, academic 
and public sectors;

•

Strengthen skills focused at schools, higher 
and further education;

•

Continue professional development; and•

Ensure that the UK’s infrastructure and R&D 
environment supports improved data capa-
bility.

•

The strategy further includes measures to:
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Lighthouse projects    help to raise aware-
ness of opportunities offered by Big Data 
and the value of data-driven applications 
for different sectors. Lighthouse projects are 
large-scale data-driven innovation demon-
stration projects highlighting the bene�ts of 
Big Data Value and aiming at higher visibili-
ty, awareness and impact.

•

Innovation-spaces (i-Spaces)   are hubs for 
bringing technology and application devel-
opments together, acting as incubators for 
new businesses and for the development of 
skills, competence and best practices. 
Important sectors include health, transporta-
tion and food security.

•

World-leading research and development, 
pushing frontiers and driving innovation in 
data science and analytics; and

•

Ensuring that data can be accessed and 
shared securely, as appropriate.

•

technology infrastructure enabling Big Data 
computing. Following the US government initia-
tive, and allied organisations have co-invested 
signi�cant amounts of funding in Big Data 
research. In March 2012, the US National 
Science Foundation launched the Big Data 
Research Initiative with a budget of $10 million 
to solicit the proposals for development of core 
technologies to support Big Data Science and 
Engineering, integrative graduate education 
and research interventions, and data-intensive 
education related research. 

EUROPEAN UNION COUNTRIES

The European Commission (EC) has an overarch-
ing championing, coordination and funding role 
in several European Big Data-related initiatives. 
A communication to the European Parliament 
and the EC, entitled “Towards a Thriving 
Data-Driven Economy” outlines European oppor-
tunities, challenges, responses as backdrop to 
the EC strategy that was developed together 
with the European data industry. An amount of 
€2.5 billion is committed to public-private 
partnerships, in order to “master Big Data”. Four 
intervention mechanisms are supported:

The EU earmarked €500 million from Horizon 
2020 to address fundamental research prob-
lems related to scalable and responsive analyt-
ics. “Mastering data” includes achieving a 
30% global market share, 100 000 new data 
related jobs by 2020, 10% lower energy 
consumption, better healthcare and a more 
productive industry. The EU also expresses 
concerns about the use of technologies for illicit 
surveillance and addresses matters of trust and 
privacy through data protection and security 
regulations. 

Several factors are identi�ed as key enablers 
for Big Data driven economy:

An ecosystem of different interacting role 
players;

•

The availability of good quality, reliable 
and interoperable datasets and robust 
infrastructure;

•

A base of appropriately skilled and expert 
human capital; and

•

A range of prioritised application areas 
where improved Big Data handling have 
an impact.

•

The strategy proposes an action plan based 
on contractual PPPs, a Strategic Research and 
Innovation Agenda identifying sectorial priori-
ties, Digital Entrepreneurship and skills base 
development. 

AUSTRALIA

A £11.3 million innovation centre dedicated to 
helping Scotland capitalise on the growing 
market in analytics and Big Data technology 
was opened in late 2014. The investment is 
projected to return a minimum of 345 new jobs 
and an additional £155 million of value to the 
Scottish economy. The so-called Data Lab is 
intended to capture new market opportunities 
and boost productivity accelerate Scottish indus-
trial development and applications in Big Data 
analytics and data science techniques

In March 2013 the Australian government’s 
Department of Finance and Deregulation issued 
a Big Data Strategy Issues Paper  that motivated 
a strategy, addressed pertinent challenges and 
their way forward on the issue. The purpose of 
the paper was to consider the range of opportu-
nities in relation to the use of Big Data and the 
potential concerns raised by these opportuni-
ties. Like other countries, they recognise that Big 
Data can provide profound insights into societal 
areas such as healthcare, medical and other 
sciences, transport and infrastructure, educa-
tion, communications, meteorology and social 
sciences. 
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Leverage the Big Data experience to address 
the skills de�cit that exists in this area. Oppor-
tunities to use these skills and experience to:

•

improve the management and analysis of 
government-held datasets and,

•

improve government operations, policy 
development and service delivery;

•

Ensure that privacy issues are addressed up 
front in order to:

•

Encourage the release of public sector informa-

tion consistent with all privacy and security 

legislative instruments and guidance.

•

protect the privacy rights of the public and,•

clarify the development of better policies 
and services; and

•
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Similarly, privacy rights are a central issue 
although “with proper considerations, agencies 
will be able to use Big Data to develop better 
policies and deliver better services without 
compromising the privacy rights of the public” 
(Aust 2013). 

Their main motivation for a Big Data strategy 
emanated from the Australian Public Service 
ICT Strategy 2012-2015, i.e. “…to use ICT to 
increase public sector and national productivity 
by enabling the delivery of better government 
services […], communities and business…”  A 
notable observation of the strategy is that 
signi�cant productivity improvements are 
directly attributable to ICT investment. Listed 
key areas that Big Data can in�uence include 
data management, service personalisation, 
predictive analytics, productivity and ef�cien-
cy. Their strategic vision presents improved 
services, improved ef�ciency and open 
engagement as priority areas. Privacy, trust 
and security, data management and sharing, 
technology and analytical systems, and skills 
are identi�ed as the main challenges. The 
following objectives were set:

OTHER COUNTRIES

While governmental strategies by some devel-
oping countries are not readily apparent, those 
that host leading technology companies have 
progressed substantially on the implementation 
of Big Data strategies. Examples of interven-
tions that capitalised on the potential of Big 
Data in some countries:

China is regarded as one of the largest Big Data 
generators. Events such as the Third Advanced 
Software Engineering conference held in China 
in August 2014 focused exclusively on Big Data 
Science and Computing with Big Data mining, 
analytics and applications featuring as foremost 
topics.

The 2014 Big Data Innovation Summit held in 
Singapore and Malaysia was aimed at creating 
a successful data-driven culture and attracted 
more than 500 attendees from various solution 
providers and industries, such as telecommuni-
cations, �nance and healthcare. In March 
2012, Japan formulated a “Basic Strategy on 
Using Big Data” as a major ‘Active Japan’ 
initiative and in support of their Revitalization 
Strategy. The government of France announced 
the launch of a Big Data project and allotted € 
11.5 million for seven Big Data processing 
projects as part of their Programme of Invest-
ments for the Future. Strategies for other devel-
oping countries such as Brazil, India and Russia 
are not readily apparent, although signi�cant 
business activities are evident from Internet 
search results. 

South Korea  established a Big Data Strategy 
Forum in March 2012 and a Korean Big Data 
Forum in September 2012 as part of their 
National Master Plan on Big Data. The plan 
involves �ve national ministries, including the 
Science and Technology Commission, Educa-
tion, and Science and Technology in the formula-
tion of a national Big Data agenda. The South 
Korean government opened a Centre for Big 
Data Analytics that provides large-scale data 
analytics technologies such as servers and 
storage on an open source platform to small and 
medium enterprises (Korea 2014). The intent is 
for the centre to boost the development of human 
capacity and increase the adoption and use of 
Big Data analytics. The centre is networked with 
the government-owned Open Data Square, 
private data distributors and public data portals. 
Several pilot Big Data projects (e.g., Youth at 
Risk and Media Data Analysis) have been start-
ed.

BUSINESS AND RESEARCH 
INSTITUTIONS

Most multinational and many smaller business 
and commercial enterprises have developed 
Big Data strategies, in order to improve internal 
business processes and enhance their competi-
tive business intelligence. Major IT enterprises 
have adopted or incorporated Big Data-related 
technologies in their service offerings and are 
aggressively pursuing Big Data monetisation. 
Examples are SAS, Oracle, Intel, HP, Hitachi, 
Google and Microsoft. Research and allied 
institutions have, likewise, adopted aggressive 
positioning strategies to leverage Big Data. 
Some examples are CSIRO, Fraunhofer 
Institute, NASA and NIST.

ANNEXURE B: CONTRIBUTORS 
TO THE STRATEGY

International experts and heads of organisa-
tions managing cyberinfrastructure for large 
research data collections were initially consult-
ed on high-level issues that should be 
addressed. Examples of international contribu-
tors who provided opinion are, Wo Chang, 
convenor of the ISO/IEC SC 42/WG Big Data 
Working Group and chair of the US National 
Institute of Science and Technology (NIST) Big 
Data Working Group; Dr Peter Wittenburg, 
former Head of the Max Planck Institute Techni-
cal Group; Dr Mark Parsons former Secretary 
General of the Research Data Alliance; Dr 
Damien Le Carpentier, manager of the EUDAT 
initiative; and Prof Ross Wilkinson, Director of 
ANDS.
 
An initial version of this strategy was presented 
and discussed at a national workshop held in 
October 2018. Ninety-eight individuals from 
the organisations listed below, participated in 
the event. 

Agricultural Research Council
Consulting Engineers South Africa
Council for Scienti�c and Industrial Research
Department of Higher Education and Training
Department of Trade and Industry
Durban University of Technology
Human Sciences Research Council
Machine Intelligence Institute of Africa
Medical Research Council
Microsoft Enterprise Services, South Africa
National Intellectual Property Management 
Of�ce
National Research Foundation 
South African National Space Agency
South African Radio Astronomy Observatory

A number of individuals and stakeholders 
contributed to the development of this strategy.  
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Dr J Ludik (CEO: Machine Intelligence 
Institute of Africa)

•

Prof. B Twala (Head: AI research, UNISA•

Dr H Sithole (Centre Manager, NICIS)•

Wo Chang (Chair: NIST Big Data Working 
Group)

•

Dr Jean-Claude Burgelman (DG: Research 
and Innovation, European Commission)

•

Dr Mary-Jane Bopape (Chief Scientist, SAWS)•

Prof. Bruce Mellado (Wits University)•
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